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OVERVIEW

Valcom IP Solutions can be used to create full Internet Protocol (IP) paging systems. This is truly the most flexible approach to
installing a paging system. By utilizing an existing data network, paging devices can be added at any location where a network
drop is available. If the requirements of the paging system change, IP units can simply be disconnected and moved to their new
location on the network. Device management is accomplished over the data network via a Dialog Boxs based programming
tool. Network programming makes it easy to adjust individual speaker volume, change system audio groups and other device
configuration changes from a centralized location.

Valcom IP Solutions provide easy integration between IP and Analog systems. The Valcom networked Audio Ports provide a
line level output which is suitable for connection to an auxiliary input on any self-amplified or centrally amplified paging system.
This provides the ability to integrate multiple paging systems from other vendors into a single cohesive system. Components
include a variety of SIP compliant one way paging and 2-way talkback speakers which feature call button capability, line level
audio outputs for one way audio expansion, SIP compliant Ethernet based audio ports for connection to traditionally wired
speakers and amplifiers, SIP based paging servers which allow SIP access of groups of paging zones, FXS and FXO endpoints
for non-SIP system access and a control I/O endpoint for interface to other equipment.

All of these endpoints feature the convenience of Power over Ethernet (PoE) operation.

The general procedure for programming Valcom IP devices involves the following steps:

¢ Install the devices on the network.

e Scan the network using the VIP-102B IP Solutions Tool to create an inventory of the available devices.

e Program the devices with IP addresses and other network information appropriate to the physical network on which the
devices are installed.

¢ Rescan the network to allow the IP Solutions Tool to retrieve complete device configuration information.

e Configure the individual device settings within the IP Solutions Tool for each device on the network with the specific settings
necessary for the paging system being installed.

e Upload the new configuration to each device from the IP Solutions Tool.
¢ Restart the device to enable the new configuration settings.

This document explains the programming options available for the various components of the Valcom IP Solutions product line.
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SYSTEM REQUIREMENTS FOR MANAGED VOIP PRODUCTS

Network Hardware Requirements:

e 10/100 Mbps Ethernet network
Bandwidth Requirements:

e 86 kbps per active One Way Page

e 172 kbps per active Two Way Call
TCP Requirements:

e Port 21 for FTP access

e Port 23 for Telnet access

e Port 22 for SSH and SCP access (secure)

e Port 80 for Web based access
UDP Requirements:

e 5 Bi-directional Ports (Factory default 4097, 4098, 4099, 4120, 4121)
Multicast Requirements:

e IGMPv3 enabled network

e 4 Multicast addresses (Factory default 239.1.1.2, 239.1.1.3, 239.1.1.4, 239.1.1.5)
Power requirements for IP speakers:

e 802.3af Power over Ethernet (PoE) compatible network switches or power injectors
Power requirements for IP LED Signs and Emergency Call Towers:

e 802.3at Power over Ethernet (PoE) compatible network switches or power injectors
Power requirements for other Valcom Managed VolP products:

e 802.3af PoE compatible network switches or VIP-324D VolP Device Power Supplies

e 802.3at PoE compatible network switches or VIP-1124D Power Supplies (VIP-851 SIP 20W Gateway)
Other Suggested settings:

e Separate VLAN for optimal performance

e  Provisions for Network Time Protocol (NTP) if utilizing syslog, VoIP clock/speakers
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TERM DEFINITIONS

Audio Group — a group of audio 1/0 channels combined for the purpose of sending voice or other audio to multiple channels
simultaneously. A common audio group would be “all call”.

Channel — an addressable access point on a Valcom IP paging system endpoint. Endpoints may have one or more channels.
These channels may be audio I/Os, FXO ports, FXS ports, I/O endpoints or SIP Servers. Each channel must be assigned a
unique dial code. For example, a VIP-801 Page Endpoint has a single audio I/O that may be accessed by an assigned dial code,
and therefore is a single channel device. By contrast, a VIP-824 Trunk Endpoint features four FXO ports that may be
independently accessed by assigned dial codes, therefore it is a four channel device. Individual end points have unique IP
addresses, however, depending upon the endpoint, each IP address may represent one, two or four channels.

CID -- Caller ID transmits a caller's number to the called party's equipment during the ringing signal, or when the call is being
set up but before the call is answered

Codec -- a device or program that compresses data to enable faster transmission and decompresses received data.

Control Group — Control Groups allow users to combine relays from 1/0 Units into groups so that they may be controlled
simultaneously. These are only used with the VIP-848 devices.

Device/Endpoint — a component of a Valcom IP paging system that connects to the Ethernet network.

DHCP — Dynamic Host Configuration Protocol which is a client/server protocol that automatically provides an Internet Protocol
(IP) host with its IP address and other related configuration information such as the subnet mask and default gateway.

Dial Code — a numerical address used to communicate with channels. This is sometimes referred to as a Directory Number or
Phone Number. All devices in the system must have the same length of dial code (number of digits).

DNS — Domain Name Servers are the Internet's equivalent of a phone book. They maintain a directory of domain names and
translates them to Internet Protocol (IP) addresses.

DSCP -- Differentiate Services Code Point or Differentiated Services Code Point is a field in an IP packet that enables different
levels of service to be assigned to network traffic. This is achieved by marking each packet on the network with a DSCP code
and appropriating to it the corresponding level of service.

DTMF — Dual Tone Multi-Frequency is the combination of two different frequencies to create one tone. This is also commonly
called Tone dialing.

Multicast -- Multicast is communication between a single sender and multiple receivers on a network. An example would be
paging from via a paging gateway to multiple IP speakers (using audio groups)

NTP -- Network Time Protocol is a networking protocol to synchronize computer clock times in a network

RTP — Real-Time Protocol is a network protocol for delivering audio and video over IP networks. RTP is used extensively in
communication and entertainment systems that involve streaming media, such as telephony, video teleconference applications,
television services and web-based push-to-talk features

SIP -- Session Initiation Protocol is a signaling protocol used for initiating, maintaining, modifying and terminating real-time
sessions that involve video, voice, messaging and other communications applications and services between two or more
endpoints on IP networks.

SNMP -- Simple Network Management Protocol is an application—layer protocol defined for exchanging management information
between network devices.

TCP — Transmission Control Protocol is a transport layer protocol that defines how to establish and maintain a network
conversation through which application programs can exchange data.

UDP — Universal Datagram Protocol is a transport layer protocol is an alternative communications protocol to Transmission
Control Protocol (TCP) used primarily for establishing low-latency and loss-tolerating connections between applications on a
network
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MAIN APPLICATION DIALOG BOX

The layout of the VIP-102B IP Solutions Tool main application Dialog Box is shown below (See Figure 2). The application Dialog
Box is divided into six sections:

Menu & Toolbar —displays the pulldown menus for all of the configuration functions available within the application. The Toolbar
icons provide quick access to the most commonly used functions.

Device Tree View — displays a listing of the Valcom IP devices available to be configured. The devices are grouped by IP
subnet first, then by the device type (speaker, page, trunk, etc). Right-click on any device for context menu with various menu
options (depending on device’s status) for that individual device. Options are Scan, Reset, Update, Verify, Recover, Assign IP
Address, Program Firmware, Remove Device, Remove Device and Ignore, or View Cached Files.
- S 19213810000
@ Semebw P (THI
= 000052000

Sean Dwace
Reset Devce

Upcnte Device

Wity Duvicw...

I Address

Program Firmwwee..

Rurrove Dovite

Remove Ard Ignore

View Cachec Files.

e Scan -- will scan in the selected device

¢ Reset — will reset the selected device

e Update — will update the selected device

o Verify -- will verify the selected device with the actual device on the network

e Recover - if available, will take you through recover process for the selected device

e Assign IP Address — will go through the assign IP address process for the selected device

e Program Firmware — will take you through the process to update firmware on the selected device

e Remove Device -- Allows you to remove selected device from the device tree

¢ Remove Device and Ignore — same as Remove Device but also adds the selected device to the Ignore List

e View Cached Files — Brings up a file open dialog of configuration files and log files for the selected device

Legend — displays a description of the various colors associated with the device icons shown in the device tree view. The color
of the icon indicates its status.

Device Properties — displays the properties associated with a single device selected in the device tree view. The display
includes tabbed Dialog Boxs for the configuration options applicable for the selected device. All IP devices will have a Summary,
Properties and Network tab. Other tabs are displayed when appropriate for the device.

Search — Allows searching for devices in Device Tree by Device Name, MAC Address, IP Address, Host Name, Dial Code,
Channel Description, and SIP Phone Number/Trunk Extension. Search result Dialog Box will pop up. (See below). After
selecting a search result, the proper device is selected in the tree, and the proper tab and channel may be selected if necessary.

(Clicking the gear icon will allow setting the number of visible results per category.)
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Search - X

Device Name : {1 results )
‘Ef MDF1-801 : 00-D0-5F-01-80-45

Dial Code : (1 results )
f 201: MDF1-801

SIP Phone Number : {2 results )
f< 501 : MDF1-801
¢fic 801:1DF5-803

801 | ¢

Figure 1.  Search Dialog Box

Status Bar — provides status information on the devices and the network interface selected including the PC or laptops IP
address. Clicking that link allows you to choose from other network interfaces you may have on your PC or laptop. Select the
interface you are connected to that is on the network the device(s) are on.
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Figure 2:  Main Application Dialog Box

Ethernet : Intel(R} 8257%LM Gigabit Netwerk Connection 3

Legend Description

The color of the endpoint icons indicates their current status. In many cases, the VIP-102B will prompt users as to the proper
steps to achieve normal status.

e Status Unknown —indicates that an endpoint that was previously detected in a scan can no longer communicate with
the VIP-102B. This could indicate that the endpoint was in a reset state when the scan occurred. Rescanning too quickly
following a reset can cause endpoints to appear in the status unknown state.

e Status Normal —indicates that an endpoint has been detected and scanned normally.

e Verification Required —is the status for all endpoints for which the VIP-102B tool does not have complete information
on IP address, firmware version and last configuration date and time. All devices loaded from a Snapshot file will
initially require verification.

e Error Status —indicates a communications error between the VIP-102B and an endpoint. Common causes of error
status include having an incorrect or missing gateway address on the device or routing problems between subnets.
Invalid DNS entries may have been entered. (see Clear DNS Settings option in Programming Menu section)
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e Update Required —indicates that the endpoint requires an update. Updating a device involves sending the
programming information from the VIP-102B IP Solutions tool to the Valcom IP device.

e Reset Required —indicates that the endpoint requires a reset. Endpoints that have experienced programming changes
require an update followed by a reset. Endpoints may also be reset by removing power for 60 seconds and then
reapplying power.

e Rescan Required —indicates that the VIP-102B tool does not have all of the required information from an endpoint.
Typically occurs after setting a device to DHCP, a rescan would show the assigned IP address.

e Invalid Password —indicates that the endpoint’'s password does match any of the passwords currently known by the
VIP-102B program.

e Firmware Suggested —for server based devices only

CONNECTING VALCOM IP DEVICES TO THE NETWORK

All Valcom IP devices require an Ethernet network connection and power supply. If using Power over Ethernet (PoE), the
devices will power up when connected to the network switch. If using an external power supply (VIP-324 or V-1124D) connect
the network cable to the device, and then connect the power supply. Note that Valcom IP Speakers and Clocks are PoE only,
and do not have external power supply connections. If a PoE switch is not available, a midspan power injector may be used to
power the devices.

Before attempting to configure the Valcom devices, please ensure the network is configured to support IP paging. The network
should support broadcast and multicast traffic within local subnets and multicast traffic among all subnets where Valcom IP
devices are connected. If the network cannot be configured to support these protocols, some features of the IP paging solution
may not be available. Please contact Valcom Technical Support for details.

After the endpoint devices are connected to an appropriately configured network, programming is accomplished through the use
of the VIP-102B IP Solutions Setup Tool. This software tool should be installed on a Microsoft Dialog Boxs® based computer
connected to the same network as the Valcom IP devices.

Valcom IP devices have a factory-default IP address of 192.168.6.200 for 2" generation devices and 192.168.6.203 for 3
generation devices. Since the default IP address are the same for all devices, the devices will conflict with each other when first
installed. The VIP-102B IP Solutions Tool provides a mechanism to set the IP address via broadcast and/or multicast. After
each device has been assigned an IP address, the IP Solutions Tool will be able to retrieve device-specific information and the
remaining configuration tasks can be completed.

NOTE: Computers that are protected with a firewall, or have additional network interfaces (wireless adapters), may
cause devices not to appear in the VIP-102B IP Solutions Setup Tool after a scan. Please disable these in order to
successfully scan devices. Also computers that are connected to the PC port of your IP phone may cause devices not
to be scanned. In this case you need to connect the computer directly to a network jack.
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Scanning for Valcom IP Devices

Upon invoking the VIP-102B IP Solutions Tool, the screen shown below is presented.

= VIP-102B IP Solutions Setup Tool Y

Please select a task to perform

Inte!(R) 82579LM Gigabit Metwork Connection - ( 192.168.100.167) v ||+

% (®) Scan using the cument network settings

192.168.100:00

Hlg
Ui

() Modify cument network settings before scanning

() Use the default settings to perform a new scan

() Open and work with a saved snapshet file

T ED

() Add sample devices using the curent settings

[] Dont show this dialog in the future

Cancel

Figure 3. Initial Task Dialog Box

From the dropdown you can select the network interface on the PC than connects to the network that the VIP devices are

connected to. The ** refresh button can be used to update this list if any network interfaces have changed since the VIP-102B
tool was launched.

e Scan using current network settings — performs a search for Valcom devices on the network. The first time the tool
is run the list of networks will be empty. This will result in the tool scanning the computer’s current subnet (using a
broadcast) and on other network subnets that are accessible via multicast. Specific networks can be added (see the
following option) to gain access to networks not reachable by broadcast or multicast.

e Modify current network settings before scanning — invokes the Networks Dialog Box to define the networks that will
be scanned and will be available for assignment to the Valcom devices. IP address ranges in multiple networks may
be defined.

e Usethe default settings to perform a new scan — causes the tool to remove any defined Network configurations and
Ignore List entries before scanning. Any previously defined Networks will be lost.

e Open and work with a saved snapshot file — “Snapshot” files contain information about Valcom devices and the
configuration options used with them. Snapshots can be used for training purposes, as well as providing an easy way
to document an existing configuration. Note: as of version 7.0.0.0 of the VIP 102B IP Solutions Tool, the extension for
a snapshot file is .db rather than .mdb on previous versions. An older .mdb can be loaded into the newer version of
the tool and will be converted upon saving.

e Add sample devices using the current settings — invokes the Add Sample Devices Dialog Box to allow entering
sample devices.

The checkbox in the lower left corner may be selected to prevent this Dialog Box from being displayed each time the VIP-102B
tool is started.
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Defining Networks for Scanning

Selecting “Modify current network settings before scanning” and clicking “OK” results in the appearance of the following form.
This Dialog Box is also available by choosing Networks from the File menu on the main application screen.

To define a new range of network addresses to be scanned and available for assignment, click “Add” at the bottom of the
Networks form.

By ‘et -—_

Figure 4:  Networks Dialog Box

Subnet Configuration

Each network is defined in the Subnet Information section. The Description field may be any text (20 character maximum) that
adequately describes this network.

The Network Address can be a specific IP address in the network subnet you will be using (the tool will calculate the valid
range of IP address for the subnet specified) or the standard IP address used to identify the entire network. e.g. 192.168.2.0 for
a subnet selection of 255.255.255.0 — (/24). This is keyed in using dot notation format e.g. 192.168.2.0

The Subnet Mask determines the range of IP addresses that can be available for a given subnet. All valid subnet masks are
listed. Select the appropriate one for your network.

The Gateway IP Address is for the IP address used to route outside of this subnet and must be a valid IP address within the
subnet range being defined.

Preferred DNS Server and Alternate DNS Server need to be valid IP addresses of servers on the network that support Domain
Name resolution to IP addresses. These can be left blank if host names for servers on any tab on any device are not used. A
warning icon on right of the DNS entries when clicked on will display a message to double check that the entries are valid (if
used) to prevent communication errors.

Unicast Scan Ports — Primary, UTM Router, and Secondary provide scanning methods (depending on device) to be scanned
via Unicast rather than just multicast. Primary can be used for most devices. Check one or more or leave them all unchecked
as needed. If any selections are made, there will be an override selection below the IP address ranges. You can individually
override these settings on a per range basis.

IP Address Ranges — Once the network has been defined, the Max Range will be shown. You can choose the entire range by
clicking on the * (plus symbol) icon to move the range to the Lower Address / Upper Address table. Alternatively you can

selectthe | < | (pencil) icon move that range into the input boxes separated by “to” and edit it more specifically for the IP addresses
needed. Then click on the Add button to add the range to table below the range. You can also simply just key in your own
range. This can be in full dot notation format or the right most digits as needed for the subnet mask. e.g. 2 to 25 for a subnet
mask of 255.255.255.0 — (/24) and a network address of 192.168.2.0 would give you the range of 192.168.2.2 To 192.168.2.25
or another network could be 10.2 To 11.25 for a subnet mask of 255.255.0.0 — (/16) and a network address of 192.168.0.0 which
would give you a range of 192.168.10.2 To 192.168.11.25 (192.168.10.2 to 192.168.10.255 and 192.168.11.0 to 192.168.11.25)
as your subnet. Click Add to add to the table below the range.

The tool will validate IP addresses entered to ensure they are within the range of the defined subnet. If an invalid IP address or
range is specified the tool will display a warning dialog box. Click OK and enter a valid IP or range of IP addresses. Also the tool
will warn when large subnet ranges are used, can affect performance of this tool.

In the Range table you can select one or more to delete a range or Delete All without selecting.
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Figure 5: Subnet Configuration Dialog Box

The example above shows the form filled out for a 255.255.255.0 — (/24) subnet. The range of addresses available for the IP
Solutions Tool to scan and/or assign to devices will be 192.168.2.2 through 192.168.2.50, and range is listed in the IP Address
listing at the bottom of the form. Individual ranges can be deleted from the list by selecting the address, then clicking the Delete
button. All ranges can be removed by clicking the Delete All button. Only the IP addresses within the ranges shown in the
range list will be scanned.

Should future changes occur to the Subnet Mask, Gateway IP address or DNS server information for this subnet, the OK +
Modify Devices button may be used to perform a blanket change to the definition of this subnet.

After all IP address ranges for this subnet have been added to the ranges, click OK to exit this form.

The form shown below now reflects the “Sample Network” added in the previous steps. The IP addresses defined in this network
will now be available to assign to the Valcom devices and will be scanned when “Scan using current network settings” is selected.

Additional networks may be defined using the Add button. Networks previously defined may be edited using the Edit button.
Select an individual network and click Delete to remove it, or click Delete All to remove all defined networks.

Note: If you change the subnet after the range(s) have been created, you may invalidate some IP addresses in the range.
Typically if you go to a higher mask e.g. /24 to /23. This will create a smaller range of IP addresses. The tool will display a
Repair button that will let the tool automatically remove the invalid addresses, or you can delete the range and recreate it with
the new subnet.
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Tool Network Settings

Tool Network Settings can be accessed by the Settings button. It is recommended that all of the options in the Tool Network
Settings section be left at the factory default settings, unless instructed by Valcom Technical Support to make changes. The
factory settings are designed to work well with Valcom equipment over most networks.
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Figure 6: Tool Network Settings Dialog Box

Change settings here as instructed by Valcom Technical Support and then Click OK.
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Figure 7:  Networks Dialog Box Completed

Click the Close button to close this Dialog Box. To scan the network for Valcom devices using this newly-defined network,

click the Communications menu on the main application screen, then choose Scan All Devices.
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MAIN MENU AND TOOLBAR

File Menu

The File Menu provides options for saving and retrieving configuration information, defining options for the overall operation of
the program and producing configuration reports.

Configuration Snapshots are used primarily to capture the current configuration details into a file. The Snapshot may contain
actual Valcom IP devices and/or virtual devices. Snapshot files of systems can be used for documentation purposes, technical
support and training. This option is especially useful to provide configuration details for technical support and to create a backup
file of the system configuration. Saved configuration data may be used to program a new device by transferring programming
from one device to another.

A Snapshot of the current state of the VIP-102B tool may be taken at any time. Using the Save Snapshot As option from the
File menu will invoke the standard file Dialog Box to input the name and location of the saved file. The saved file will contain all
of the configuration details in the VIP-102B tool at that time.

e New-—closes the currently open Snapshot and/or removes the active scan information from the tool. A Dialog Box will
prompt to save changes or update devices, if appropriate before continuing.

e Open-invokes a standard file Dialog Box to select an existing Snapshot file to retrieve. If devices have already been
loaded into the tool, a warning Dialog Box will be displayed indicating an update is required or changes may be lost.

e Close—closes the currently open Snapshot file.

e Save Snapshot —saves the configuration details currently displayed to the currently open Snapshot file. This option is
only available if a Snapshot file was previously opened using the Open or Save Snapshot As menu commands.

e Save Snapshot As —displays a Dialog Box to save a file containing a definition of all of the Valcom IP devices and all
configuration options currently configured in the tool.

e Exportto CSV File —allows exporting the list of devices that are in the scan Dialog Box, with information similar to the
Summary tab

e Job Information—Store job information and contact information for a job site, which includes the contractor, customer,
and support companies. This information is stored along with the configuration of the tool, the snapshot of the
configured devices and log files from the tool.

o Network Definitions—allows users to define available networks and ranges or pools of assignable IP addresses.

e Tool Network Settings--It is recommended that all of the options in the Tool Network Settings section be left at the
factory default settings, unless instructed by Valcom Technical Support to make changes. The factory settings are
designed to work well with Valcom equipment over most networks.

e Options —invokes a Dialog Box with selections that allow customization of which warnings and confirmations will be
displayed by the program.

e Clear File Cache —deletes the VIP-102B temporary files stored on the computer’s disk.

e Print Reports —provides options to print reports of system endpoints, their names, MAC addresses, type, number of
channels, assigned IP address, firmware revision, dial code, caller ID descriptions and a list of defined audio groups.

e Exit—closes this application.
Open

The Open function invokes the Dialog Box shown below to select a previously-saved Snapshot file. Loading a saved Snapshot
will add devices defined in the Snapshot file to the devices shown in the current display. Type the filename of the Snapshot file
in the file field, or click the button on the right to open a standard file Dialog Box to browse and select the file to load. Snapshot
files that have been recently accessed are displayed in the Recent Files list for easy and quick selection.

When loading a Snapshot file, some configuration items may be excluded if desired. In the Items to Load section, click the
checkbox to select the items to be loaded.

e Device Data-includes the specific information for a device, such as the Dial Code and Group Membership.
o Networks Definitions—includes the network IP address ranges other than the Local Network Settings information.

e Tool Network Settings—is the network information for the PC this program is running on, as defined in the Networks
Dialog Box.

e Job and Contact Info—Information from the Job Information section.
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e Ignore List—is the list of devices that are ignored by the 102B programming tool, and therefore not displayed in the
device tree view.

e Add defaults for any missing data after load—will cause the 102B programming tool to fill in any missing data with
default information. Newer Valcom IP devices may have configuration items that were not previously available, and do
not have configuration information included in Snapshot files saved by an older version of the software.

Click the Open button to import the selected settings from the chosen file, or click the Cancel button to abandon this operation.

— S—

= =
[=) Open Snapshot -
o
Snapshot File
=3
Recent Filas
Load tems
¥ Dewvice Data ¥ | Network Definiticns * All

<

Tool Network Settings *

<

Job and Contact Info *

<

ignore List *

¥ Add defoults for missing data

Open Cancel

Figure 8:  Open Snapshot Dialog Box

If opening a Snapshot file after devices have already been loaded into the tool, a warning Dialog Box will be displayed indicating
an update is required or changes may be lost. This is provided as a reminder that programming changes made in the VIP-102B
tool must be loaded to the actual device through the Update process.

Click the Yes button to perform the Update process by copying programming files to any Valcom IP devices that have been
changed. The Dialog Box to select a Snapshot file to open will be presented after the update process has finished. Any devices
shown in the Device Tree View will be removed.

Click the No button to continue with opening a Snapshot file. Any device programming changes that have been made in the
tool but not yet copied to the device will be lost. Devices currently in the device tree view will be removed and replaced with the
devices in the selected Snapshot file.

Update Required @

An update is required or changes may be lost. Do you want to perform
! \  an update now?

L Yes | ' No j iL Cancel

Figure 9: Update Required Dialog Box

Click the Cancel button to abandon this operation. The existing devices listed in the tool will not be affected.
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Options

The Prompt Options Dialog Box provides the ability to customize the warnings and messages presented by the VIP-102B tool.
They are presented under 3 tabs. Prompts, Startup, and Miscellaneous.

Prompts

Prompt before adding newly found devices—will provide a Dialog Box listing all new devices detected during a scan,
with the option to include or exclude those devices in the current device list.

Wait to receive beacons after devices reset—hbrings up Dialog Box after reset showing all devices being reset and
are marked with red dot while resetting. A green check mark will be displayed next to each device once it is back up
and running.

Show conflicts after scan is complete—will display the warning dialog showing the type of any conflicts in system
programming (dial plan, dial code, etc) that were detected during the scan.

Warn about conflicts before updates—displays a warning message if a device update is attempted while conflicts
exist in the programming. The warning dialog provides the option to cancel the update.

Show unrecognized features as a conflict —will show advertised features for a device that are not recognized by the
current version of the tool as a conflict and warn a newer version of the tool may be required.

Ask for confirmation before scans —displays a prompt requiring confirmation before a scan is attempted.
Ask for confirmation before updates —displays a prompt requiring confirmation before an update is attempted.

Ask for confirmation before resets —displays a prompt requiring confirmation before a reset is attempted.

Startup

View Start Up Screen --includes the option to display the Startup Screen when the VIP-102B tool starts. The Startup
Screen provides options to scan the network

Clear on Startup or File Close —this provides a means to clear out or reset some tool definitions like Network
definitions, Tool Network Settings, Job and Contact Information, Scan and Network Diagnostic filters and the Ignore
List.

Miscellaneous

Sort devices by defined subnet —list the devices in the tree by subnet address
Offer to remember Passwords by default —keep last used password (other than default)

Use TAR files for data updates when supported —allows the configuration files to be put in a single TAR file to be
uploaded during a device update, rather than the method of one configuration file at a time.

Recent Snapshot Files—provides the ability to select the maximum number of files listed in the Open Dialog Box under
the File menu. The Clear List button removes all entries from the list.

Settings for Using Defaults —button will set or preserve settings when defaults are used when adding devices.

Click the OK button to save all of the selected options, or click the Cancel button to close this Dialog Box without saving
any changes.
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Figure 10: Options Dialog Box

Prompts Tab Options

If the “Prompt before adding newly found devices” option is selected, the following Dialog Box will be displayed when new
devices are discovered by a network scan. This provides a method to selectively choose which discovered devices will be
added to the current list in the device tree view.
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Figure 11: New Devices Detected Dialog Box

Select devices by clicking the checkbox beside the device name in the list.

e All or None-buttons may be used to select all devices, or deselect all devices, respectively. Or use the check boxes
above the Add and Use defaults to select all devices or deselect all devices, respectively.

e Ignore unchecked devices in future scans —adds all devices left unchecked to the Ignore List. Devices in the Ignore
List will not be scanned or displayed in the Device Tree View.

e Filter results—if you are looking for specific IP address or names in a large scan list you can enter this and click Apply
Filters to filter down to just specific devices or click Clear Filters to restore full list.

Click the Continue button to add the selected devices to the device list in the tool.
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If the Show conflicts after scan is complete option is selected, the following Dialog Box will be displayed if any
programming conflicts were detected in the configuration of Valcom IP devices scanned. This Dialog Box will not appear if
no conflicts are found.

= Conflicts (==

The following types of conflicts or data errors were detected:

Dial Code Conflicts

] Wiew J I LClose ]

Figure 12: Conflicts Dialog Box

See the section on the Conflicts Menu later in this manual for details on types of conflicts.

A prompt for Dial Code Length Conflicts will appear if there are any. It will list in a dropdown 1 through 11 for the dial code
length and the number of devices scanned that have that dial code length. Select the dial code length for all devices
scanned. Click OK and all devices will have their dial code length changed to the selected length.

Note: Changing the dial code length may cause current dial codes to become invalid. All invalid dial codes should be
modified and adjust to the new dial code length.

The following Conflict Dialog Box will show.
Click the View button to see details of the selected conflict, or click the Close button to close this Dialog Box.

If the Warn about conflicts before updates option is selected, the following Dialog Box will be displayed if an update is
attempted while programming conflicts exist in the configuration of Valcom IP devices. The Dialog Box provides an option
to proceed or cancel the update process.

See the section on the Conflicts Menu later in this manual for details on types of conflicts.

Update Despite Conflicts 23

Canflicts exist that should be resolved before performing an update,
' % Continue to update all devices without resolving the conflicts?

Figure 13: Update Despite Conflicts Dialog Box
Click the Yes button to proceed with the updates, or click the No button to cancel the update and return to the main
application Dialog Box without updating any devices.

The Prompt Options Dialog Box provides the ability to enable or disable warnings and messages presented by the VIP-
102B tool related to Scanning, Updating and Resetting Valcom IP devices.
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Scan Device 23

Scanning this device will discard any changes and retrieve its current
! settings. Do youwantto continue?

| Yes I ‘ Mo

Figure 14: Scan Device Warning Dialog Box

Ask for confirmation before scans —displays a prompt as shown below when a network scan is initiated. Scanning
one or more devices will cause any programming changes that have not yet been updated to the device(s) to be
discarded. Clicking the Yes button will proceed with the scan, thereby losing any pending changes. Clicking the No
button will close this Dialog Box without causing any changes.

Update Device 52 |

! . The device 'Sample VIP-812" will be updated, Do you want to continue?

[ Yes || No

Figure 15: Update Device Warning Dialog Box

Ask for confirmation before updates —displays a prompt as shown below when an Update process is chosen for one
or more devices. Click the Yes button to proceed with the Update and copy all of the programming configuration to the
selected device(s). Click the No button to close this Dialog Box without updating any devices.

Ask for confirmation before resets —displays a prompt as shown below when a Reset operation is chosen for one or

more devices.

Reset Device

! . The device 'Sample VIP-812" wil be reset. Do youwant to continue?

23

[ Yes {1 | Mo

Figure 16:

Reset Device Warning Dialog Box

Click the Yes button to proceed with the reset of the selected devices. Click the No button to close this Dialog Box without
resetting any devices.

Startup Tab Options

Several settings can be selected that can happen at the startup or launching of the tool.

View on Startup — includes the option to display the Startup Screen when the VIP-102B tool starts. The Startup Screen
provides options to scan the network.

Clear on Tool Startup and File Close — this provides a means to clear out or reset some tool definitions like Network
definitions, Tool Network Settings, Job and Contact Information, the Ignore List and Scan/Network Diagnostic Filters.
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Figure 17: Options — Startup Tab Dialog Box

Miscellaneous

Sort devices by defined subnet —list the devices in the tree by subnet address
Offer to remember Passwords by default —keep last used password (other than default)

Use TAR files for data updates when supported —allows the configuration files to be put in a single TAR file to be
uploaded during a device update, rather than the method of one configuration file at a time.

Recent Snapshot Files—provides the ability to select the maximum number of files listed in the Open Dialog Box under
the File menu. The Clear List button removes all entries from the list.

Settings for Using Defaults —button will set or preserve settings when defaults are used when adding devices.

Prompts  Statup  Mecelawon

[] Soet devices by cefined mubnets
7] Otfer 80 remantoer paswwonds by cefalt
(7] Use TAR fles for data updates when supponed

Data Lipdate Tmeout { secs | £
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Settings For Lsing Defoutts
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Figure 18: Options — Miscellaneous Tab Dialog Box

Clear File Cache

This allows you to clear out the local cache on the PC. This contains the configuration file that are read from and sent to devices.
This is not the same as a snapshot file which is stored in a database file.

Click Yes to clear, or click No to preserve the file cache.
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Figure 19: Clear File Cache Dialog Box

Print Reports

The Print Reports function will create reports of the current configuration settings. The reports are printed to any print device
configured on the local computer.

Three reports are available, which can be printed individually or in combination with each other.

e Hardware—will print a listing of the IP devices in the configuration, showing the device name, MAC number, device type,
number of channels, IP address and firmware version.

e Dialing Plan—will print a listing of the device, its description (from the Channels tab), the dial code assigned to the channel
and the caller ID for the channel. Devices that have multiple channels, with a separate dial code for each channel, will be
listed once for each channel.

e Audio Groups—will print a listing of the dial code and group name for each audio group defined on the system, along with
a listing of which devices are members of each group. Devices that have multiple channels with a separate dial code for
each channel, will be listed once for each channel.

A description (up to 50 characters) can be added to the report, and will appear in the header of the document.

The Print button will invoke the standard Dialog Boxs print Dialog Box to submit the print job to any printer defined on the
computer.

The Page Setup button will invoke the standard Dialog Boxs page setup dialog to set options such as page orientation
(landscape or portrait), margins, etc.

The Preview button will generate the selected report and present it in a viewer Dialog Box. When printing directly from the
Preview Dialog Box, the output will be directed to the computer’s default printer.

The Close button closes the Print Reports Dialog Box and returns to the main application screen.
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Figure 20: Print Reports Dialog Box

Communications Menu

The Communications menu provides functions for scanning the network to detect Valcom IP devices, functions to communicate
over the network to update the configuration of the devices and general troubleshooting functions.

Scan Functions

Performing a scan for Valcom devices will initiate communications over the network to discover Valcom IP devices and
retrieve the configuration details from those devices. Several options are provided to define the scope of the scan operation.

e Scan All Devices — initiates a network scan to discover all endpoints on the current PC subnet, defined networks and
via multicast, including devices already in the device tree view.
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e Scan Single Device — initiates a scan of an endpoint currently selected in the device tree view.

e Scan Missing Devices — initiates a network scan to discover all endpoints on the current PC subnet, defined networks
and via multicast that have not yet been discovered. All devices currently in the device tree view with normal status
will not be rescanned.

e Scan Selected Devices — provides a Dialog Box where one or more devices may be selected for scanning.
Update Functions

Configuration changes made using the IP Solutions Tool must be uploaded to the device and the device must then be reset
(restarted) for the change to be effective. If the IP Solutions Tool is closed without uploading changes to the device, the
changes will not be applied. When exiting the program, the IP Solutions Tool will provide a warning message if changes
have been made in the tool but not uploaded to the affected devices.

e Update All Devices — sends updated configuration information to update all devices in the device tree view.

e Update Single Device — sends updated configuration information to the endpoint currently selected in the device tree
view.

e Update Changed Devices — sends updated configuration information to all endpoints that have been changed but
have not yet been updated.

e Update Selected Devices — provides a Dialog Box where devices may be selected for subsequent updating.
Reset Functions

Resetting a device sends a command to restart the unit. This is also known as a reboot, and allows changes in configuration
to take effect.

e Reset All Devices — sends a reset command to all devices in the device tree view.
e Reset Single Device — sends a reset command to an endpoint selected in the device tree view.

e Reset Updated Devices — sends a reset command to all endpoints that have been updated but have not yet been
reset. Devices that have not been updated will not be reset.

e Reset Selected Devices — provides a Dialog Box where devices may be selected for subsequent resetting.

Verify Functions
Verifying a device performs a limited scan of the device to check basic communication prior to programming.
e Verify Devices — displays a Dialog Box with choices for verifying one or more devices.
e Verify Single Device — performs the verification for one selected device.

Network Diagnostics

A powerful tool that displays the status of broadcast beacons from endpoints indicating their ability to communicate on the
network.

Paging Diagnostics

Provides a Dialog Box to display the current paging message activity on the network. Options for changing the multicast IP
address and ports to monitor are available.

Send Sample Page

Provides a list of audio groups defined for this network and provides a sample tone that can be sent to any group selected.
Options for changing the multicast IP address and ports are available.

View Syslog Messages

Provides a Dialog Box where syslog messages are displayed. Endpoints must be configured to send syslog messages to the
IP address of the computer running the VIP-102B IP Solutions Tool for this function to work.

Program Firmware

Allows users to update endpoint firmware. Firmware files are provided by Valcom.
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Upload Device Files
Provides the ability to install custom audio files on Valcom devices for selected response messages.
Scanning for Devices

The four scanning options provide a means to discover Valcom equipment on the network. The VIP-102B IP Solutions Setup
Tool can scan the subnet defined on the computer the software is installed on, any subnets defined in the Networks function
and through multicast. When a device is scanned, the specific information related to that device’s programming is retrieved and
loaded into the VIP-102B tool.

Choosing the Scan All Devices option initiates a network scan to discover all endpoints on the current PC subnet, defined
networks and via multicast. This is generally done when the program is first started to build the initial device listing. The devices
found are then listed in the device tree view and are available for further programming. If the option to Prompt Before Adding
Devices is enabled, a Dialog Box will be presented with a list of devices found. One or more devices may be selected from the
list to be added to the device tree view.

Choosing the Scan Single Device option initiates a scan of an endpoint selected in the device tree view. This option is typically
used after a programming change has been applied to a device, and is a quicker way to update the information related to a
single endpoint device. Using this option will avoid scanning all of the devices in the list, saving time and reducing network
traffic. This option can also be executed by right-clicking the device name in the device tree view, then choosing Scan Device
from the pop-up menu.

Choosing the Scan Missing Devices option initiates a network scan to discover all endpoints on the current PC subnet, defined
networks and via multicast that have not yet been discovered, as well as devices in the device tree view that are not in a normal
state (error state, bad password state, rescan required or unknown state). Devices already displayed in the device tree view
will not be rescanned. If the option to Prompt Before Adding Devices is enabled, a Dialog Box will be presented with a list of
devices found. One or more devices may be selected from the list to be added to the device tree view.

Choosing the Scan Selected Devices option initiates a Dialog Box displaying known endpoints, from which one or more devices
may be selected for scanning.

Scan Device

annng this deice will discard ary changes and seteieve (ts Current

. setbngs. Do you want to continue?

Figure 21: Scan Device Warning Dialog Box

Each time a scan operation is performed, the VIP-102B tool retrieves information from the Valcom devices. Previously retrieved
information is overwritten. Since programming changes made in the VIP-102B tool have to be uploaded to the actual device to
become effective, the VIP-102B tool will provide a warning prompt if a programming change has been made in the tool, but not
yet uploaded to the affected device(s). In the warning prompt shown below, clicking Yes will proceed with the scan operation
and any pending programming changes that have not been updated to the device will be lost. Clicking No will cancel the scan
operation.

During a scan operation, the VIP-102B tool must logon to each Valcom device to retrieve the configuration information using
non-secure communications by default (Telnet/FTP). This requires using the password set on the device. Also devices may
support Secure Communications (SSH/SCP) to retrieve the configuration information. See the Security Menu section for more
information.
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Figure 22: Secure Communications Failed Dialog Box

You may receive a Secure Communications Failed Dialog Box that will list devices that the tool could not scan for using
secured methods. You can select to Remain Secure which will leave these as failed scans or Use Standard which will allow
the tool to rescan these with non-secured methods. Customize will allow you to individually select which devices are to remain
secure or change to non-secure. Click Continue to rescan.

If a scan is attempted on a device for which the VIP-102B tool does not have the correct password, the Dialog Box shown below
will be presented. The Dialog Box indicates the number of devices for which the password is not known, and provides a text
box to enter the correct password. If a password is entered that is correct for some (but not all) of the devices, then this prompt
may appear more than once. A different password may be entered each time until all of the required passwords have been
entered.

Password

There are 6 devices that cannot be accessed due to password restrictions.
Please enter the additional password required to access these devices or
change their passwords as necessary.

[ ok | [ cancel |

Figure 23: Device Password Dialog Box

Entering the correct password, then clicking OK, will allow the VIP-102B to then logon to the devices to retrieve the configuration.
Clicking Cancel will dismiss the Dialog Box, and the VIP-102B tool will not try to logon to the devices. Those devices will show
up in the device tree view with an orange icon, indicating an invalid password.

Until the VIP-102B program is exited, the tool will remember the password entered. The password will be used for subsequent
scan operations on these devices. Passwords entered through this method will be remembered by the VIP-102B tool for the
duration of this programming session only.

At the conclusion of a scan operation, if there are any data items retrieved from the devices that conflict with each other, the
following Dialog Box will be displayed listing the areas that have conflicts.
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Figure 24: Conflicts Dialog Box

Details of the conflicts that are shown may be viewed directly by clicking the conflict type, then clicking the View button. The
appropriate Dialog Box will open with specific information about the conflict. The section on Conflicts Menu (later in this manual)
explains conflicts in more detail.

Updating Devices

The Update menu commands are used to deliver programming changes to the Valcom devices. Configuration changes made
using the VIP-102B tool are stored on the local computer, then copied to the Valcom IP device through the Update function.
Changes are not effective until the programming has been delivered to the IP device and the device has been restarted. If the
VIP-102B IP Solutions Tool is closed without uploading changes to the device, the changes will not be applied to the device.

e The Update All Devices command sends configuration information to all Valcom IP devices, regardless of whether the
configuration has been changed.

e The Update Single Device command sends updated configuration information to the one endpoint currently selected in
the device tree view.

e The Update Changed Devices command sends updated configuration information to all endpoints that have been changed
but have not yet been updated.

e The Update Selected Devices command opens a Dialog Box with a list of devices. One or more devices may be selected
to have their configurations updated.

If there are conflicts in the programming of the IP devices, a warning Dialog Box will be displayed (see below).

Update Deipite Coeflicts

Comtlicts et that should be recohed Before parformmng an update
§ Continueto update selected devices without resohing the cordlicts?

Figure 25: Update Despite Conflicts Dialog Box

Clicking the Yes button will send the update(s) to the device(s). Clicking the No button will abort the process and the updated
configuration files will not be delivered to the IP device(s).More information on programming conflicts may be found later in this
manual in the Conflicts Menu section.
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Figure 26: Reset Required Warning Dialog Box
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At the conclusion of an update operation, a Dialog Box will be displayed indicating a reset of the device(s) is required to make
the programming changes effective. Click Yes to reset the devices immediately, or click No to not reset at this time. The reset

commands (described next) may be used to reset the devices at a later time.

Resetting Devices

The Reset options provide the ability to remotely reboot the Valcom IP devices. Resetting a device performs a warm restart of
the device, by initializing all of the programming. Power to the device is not interrupted. All of the programming is reloaded from
the last saved configuration. Reset options do not restore the device to factory defaults.

e Reset All Devices sends the reboot command to all endpoints in the device tree view.

e Reset Single Device sends the reboot command only to the one endpoint selected in the device tree view. This command
may also be selected from the pop-up menu that appears when a device is right-clicked with the mouse.

e Reset Updated Devices sends the reboot command to all endpoints that have been updated but have not yet been reset.
Devices that have not been updated will not be reset. This command can be used in conjunction with the Update Changed
Devices or Update Single Device commands on the Communications menu (described previously).

e Reset Selected Devices displays a Dialog Box (shown below) listing the endpoints, from which one or more devices may
be selected for reset. Click the check box beside the device name to select it for resetting. The All or None buttons may
be used to select all, or deselect all listed devices, respectively. Click the Continue button after selecting the desired

devices to be reset.
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Figure 27:

Reset Devices List Dialog Box

The Cancel button will close the Dialog Box without resetting any devices. If the Wait to receive beacons after devices are
reset is set in the Options menu, then the following screen will display after all devices have been issued a reset:
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Figure 28: Waiting for Reset to Complete Dialog Box

Each device will change from a red dot to a green check when the device is back up and running. If it takes longer than expected
the Dialog Box will give a warning that it is taking longer than expected. You then have the option to Cancel Wait to return to
the main tool Dialog Box. Clicking Never Wait will cancel this wait and turn off this option for future resets. To turn back on go
to Options menu and check Wait to receive beacons after devices are reset.

Verifying Devices

The Verify options are used to confirm the ability to communicate with Valcom IP devices. The tool will flag a device as needing
verification if settings on the device have possibly changed since they were first read into the tool and the tool needs to reacquire
those few settings to make sure its local copy is correct. Verifying a device tests the communication channel and retrieves
limited configuration information without performing a full scan. The information gathered during the verification includes the IP
address, subnet mask, default gateway, DNS server addresses and whether DHCP is used for the configuration. The date and
time of the last configuration change and the firmware version are also retrieved. During the verify, the tool then makes sure
that the data stored in the tool is all correct for the version of device that was detected (removes data that doesn’t belong and
adds defaults for data that is missing).

e The Verify Devices command will provide a Dialog Box listing all of the devices requiring verification (see below). The
device(s) to be verified may be selected by clicking the check box beside the device name. After selecting the devices,
click the Verify button to initiate the process. The status of the verification will be displayed in the Result column when
completed.

¢ The Dialog Box will normally only display the devices for which the VIP-102B IP Solutions Tool has flagged as needing to
be verified. The Show All button may be used to have all known devices displayed in the list. The devices are then able
to be selected for verification.

e The All or None buttons may be used to select all, or deselect all listed devices, respectively.

[V e

Figure 29: Verifying Devices Dialog Box
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The Close button will close the Dialog Box.

Verify Single Device provides the same Dialog Box, but with only the currently selected device listed. The device is
preselected for verification. The verification process may be started by clicking the Verify button during the Verify process,
the VIP-102B tool may determine that differences exist between the configuration settings stored in the 102B tool and
settings stored on the actual device. A Dialog Box (shown below) will be displayed to choose which settings are retained.

Devices with differences will be displayed with their Name and Mac Number. For each device listed, three choices are
available for determining the settings to retain.

e Use All Tool Settings — will preserve the configuration settings for the device currently defined in the VIP-102B IP
Solutions tool. The settings defined in the tool will replace the device settings when the device is updated.
Configuration settings retrieved from the device will be ignored.

e Use Device Network Only — will use only the Network configuration settings retrieved from the device. These settings
will be combined with the other configuration settings currently defined in the VIP-102B tool and the combination of
settings will be used the next time the device is updated.

e Use All Device Settings — will ignore all settings currently defined in the VIP-102B tool, and will use the configuration
settings retrieved from the device. This is equivalent to a regular Scan operation.

Clicking a specific device in the list will display more details of the configuration differences of that device in the side-by-
side Dialog Boxs below the list. The left side Dialog Box shows the configuration details as they are currently defined in the
VIP-102B tool. The right side Dialog Box shows the configuration details that were retrieved from the actual device.

For each device listed, click the line under the column to choose which settings to retain. Clicking the column heading will
select that option for all of the devices listed.

Click the OK button to complete the Verification process using the chosen settings. Clicking the Cancel button will cancel
the Verification process for the listed devices.
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Figure 30: Verify Settings Dialog Box

Recover Missing Devices

There may be instances where a device can no longer be scanned after a configuration update or a firmware update. Devices
that are already in the tool on the rescan may show up as Status Unknown or one or more devices may not show up at all.
Excluding network issues that would make the devices not accessible, the Recover Missing Devices allows you to scan for the
devices based on the last information the tool knows about the device (IP, device type) or you can do a deep scan of one or
more subnets to try and find the “missing” devices.

For more detail on the Recover Device functions, see Summary Tab section
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Network Diagnostics

The Network Diagnostics option provides a listing of the devices found on the network, with real-time updating. All Valcom IP
devices have the capability to send a “beacon” signal to announce their presence. The VIP-102B IP Solutions Setup Tool listens
for beacons on the network, then displays the devices in a list as shown in the example below. The columns indicate the main
information items, with a Details link to get more information about a specific device (see the Details section below). The
information may be sorted by clicking on the column heading for Mac Number, Name, IP Address or Type.

The Broadcast and Multicast columns indicate whether a device is communicating via broadcast or multicast protocol. A green
icon indicates the protocol is enabled and functioning. Since broadcasts are typically not forwarded by routers, the Broadcast
icon will generally be red for any devices not on the same subnet as the computer running the VIP-102B tool. A red icon in the
Multicast column could indicate a mismatch in the multicast IP addresses, network devices (routers, switches) that are not
configured for multicast or multicast could be disabled on the Valcom device. Any packets that are dropped are listed in the
Dropped column. This can be reset to 0 by clicking on the Reset Dropped Counts button.

While the Network Diagnostics screen is displayed, the VIP-102B tool will also send a beacon signal from itself. This provides
a means of testing network connectivity by installing the VIP-102B tool on multiple computers, then starting the Network
Diagnostics on each of them. If the network is appropriately configured for multicast, then each instance of the Network
Diagnostics will detect all of the other computers.
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Figure 31: Network Diagnostics Dialog Box

If the Details link is clicked, specific device information is displayed as shown in the screen below. The information provided
depends on the capabilities of the device and may not include all of the fields shown below.
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Figure 32: Details Link Dialog Box

Devices can also be added to the scan by clicking the Select All button which will select all devices listed or Clear All Button
to deselect all devices listed. You can also individually click on one or more individual devices.

You can then add these devices to the scan list if they were not previously selected as indicated by the green check mark or a
red X in the Loaded column. Do this by clicking on the Add to System button. This will attempt to download the configuration
of these devices. Successful ones will have a green check mark in the Loaded column while ones that failed will have a red X
in the Loaded column.

You can also add the devices using defaults by clicking on the Add Using Defaults button instead of the Add to System button.
This will load the devices with default configuration except for the network information. You may also select what settings to
preserve when selecting Add Using Defaults by clicking the Settings button.

Reset Dropped Counts resets the Dropped column back to zero (0).

Page 35



VIP-102B IP Solutions Setup Tool Reference Manual

Paging Diagnostics

The Paging Diagnostics option provides a Dialog Box to display real-time paging control message activity detected on the
network. Control messages indicate the start and stop of an audio page. The VIP-102B IP Solutions Setup Tool listens for
control messages, then displays the messages in a list as shown in the example below. The information displayed includes the
Date and Time, the page Action (start or stop), the Group to which the page is being sent, the Source Name and Source IP
address of the page, and the Priority assigned to the page. The last column is Data Received which is a packet count of audio
being received on the multicast audio port.
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Figure 33: Paging Diagnostics Dialog Box

e The Audio Port, Audio Multicast Address, Control Port and Control Multicast Address fields indicate the port and
address which will be monitored for activity. These values should only be changed if these fields have been changed in the
Local Network settings option on the Network tab of the device.

e The Log to File option may be used to capture the activity to a text file. The folder icon at the end of the field may be clicked
to invoke a standard file Dialog Box to select (or create) a file for the captured data. If an existing file is selected, a Dialog
Box will provide options to either append new data to the file, or overwrite the file.

To stop capturing data to the file, click the red X icon to remove the file name from the field. This stops the data file capture,
but does not delete the file.

e To begin monitoring, click the Start Listening button. To stop, click the Stop Listening button.

e The Send Sample button may be used to generate a sample page. See the following section for details.
e Ignore IP will filter out source IPs you do not want to see once listening has been stopped.

e The Clear Ignored will clear previously filtered out IP addresses.

e The Clear List button simply clears the activity list.

¢ Normally, page starts and stops are indicated by two successive messages. The Ignore Duplicates check box may be
selected to hide repeated activity messages for each.

Click the Close button to close the Dialog Box.
Send Sample Page

The Send Sample Page function provides the ability to test the functionality of devices and their configuration by sending an
audio file to audio groups. The VIP-102B IP Solutions Setup Tool includes several sample audio files, located in the
SampleAudio folder under the VIP-102B installation folder (typically, C:\Program Files\Valcom\VIP-102B). The sample files
include simple tones, white noise and human voice.

e To send a sample page, choose the audio Group to receive the page from the list at the top of the Dialog Box. This list
includes all of the audio groups known to the system. A single device may be tested by creating an Audio Group with the
device as the only member. See the section on Audio Groups and Audio Group Membership in the System Menu.

e The Audio File may be one of the samples provided or any audio file in the correct format (.raw or .wav). The folder icon
may be used to browse for a file, or the file name may be entered directly in the field.
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e The Priority will be initially set from the priority level assigned to the group when the group was created. If desired, the
Priority level may be changed to any of the other values (Low, Medium, High, Emergency and Absolute), which could affect
the volume level of the page (see the information on Volume Offsets in the System Menu section). The Calibration priority
will cause the sample page to ignore any volume offsets assigned to the page group. This setting can be used with the
Volume Adjustments option under the Programming menu to ensure the page is sent without having the volume modified
by the group priority setting.

e The Mode selection may be Single, Repeat or Continuous.
Single will cause the sample page to be sent one time.

Repeat will send the sample page, including the start/stop control messages, until the Stop Page button is clicked. A short
delay is inserted between each page.

Interval (mm:ss) adjusts the amount of time in minutes and/or seconds between each sample page

Continuous will send the control message to start the page, and then the audio file will be sent continuously until the Stop
Page button is pressed.

e The Audio Port and Audio Multicast Address fields will be initially set from the system default values assigned in the
Network Settings under the System menu. If the group was created with an alternate multicast address and port, those
values will be used. In general, these values will not need to be modified, but may be changed if necessary for test purposes.

e The Control Port and Control Multicast Address fields will be initially set from the system default values assigned in the
Network Settings under the System menu.

e Process Audio checkbox can be selected to....

e When all information has been entered, click the Start Page button to send the sample audio file to the selected group.
Clicking the Stop Page button will end the page immediately. Click Close to close this Dialog Box.
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Figure 34: Send Sample Page Dialog Box

View Syslog Messages

Valcom IP devices have the capability to generate and send syslog messages to any IP address. The View Syslog Messages
function provides a convenient way to capture and display those messages for troubleshooting purposes. The syslog viewer
connects to the standard syslog network port (514).To receive syslog messages, a device must first be programmed to send
syslog messages to the IP address of the computer running the VIP-102B IP Solutions Setup tool. The programming is done
on the Network tab of the Valcom device properties. When the Syslog Viewer function is started, any messages received will
be displayed, as shown in the example below.
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Figure 35: Syslog Viewer Dialog Box

The File menu in the Syslog Viewer has the following functions:
e Connect — starts the viewer application listening on the standard syslog port (UDP / 514).
e Disconnect — stops the viewer application from listening for syslog messages.

e Clear Screen — clears all messages from the display.

e Log to File — opens a standard file Dialog Box to input a file name in which to store the messages. The messages are
stored as plain text. When this option is enabled, the message “Logging to:“ and the file name are displayed in the lower
right corner of the screen. Click the Log to File menu option again to turn off logging. If the log file in which to store
messages already exists, the option is provided to either append new log data to the existing file, or to overwrite the existing

file.
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Figure 36: Syslog Viewer File Menu Dialog Box

Program Firmware

Firmware is the programming installed on every Valcom IP device that provides the functionality for the device. Periodically,
updated firmware files are made available by Valcom to provide new functions or enhance the existing capabilities of devices.
Updated firmware files are available by contacting Valcom Technical Support.

Firmware files are created and distributed for specific Valcom IP devices or groups of similar devices. It is important to select
the correct firmware file for the device being updated. Installing incorrect firmware could cause loss of functionality of the device,
or even render the device unusable. When downloading the file from the Valcom web site, make a note of the name of the file
and the download location (folder) on the local computer.

When the Program Firmware option is selected from the menu, a Dialog Box will appear requesting to save a Snapshot before
proceeding. If Yes is selected, a file dialog will appear to select a hame for the Snapshot file. Valcom recommends saving
Snapshots before making major changes.
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Figure 37: Program Firmware Dialog Box

The Program By dropdown list provides two methods for updating firmware, by Available Devices or by Known IP Addresses.
Using Available Devices allows selecting from the list of devices previously scanned from the network. Programming by Known
IP Addresses allows inputting an IP address directly and choosing the corresponding device type from a list.

Selection using Available Devices:

Enter the full path and filename of the downloaded firmware file into the Firmware File field at the top of the Program
Firmware Dialog Box. The name may be typed directly into the field, or the browse button at the right side of the field may
be used to locate the file. In the example below, the file “vip824-firmware-2.13.tar” located in the “C:\Firmware” folder will
be used for the update.

In the list of available devices, select one or more devices to be updated simultaneously. The device(s) are chosen by
clicking the check box in the Name column of the list. Information about the devices is provided in the list box to help with
identification. The All or None buttons above the list may be used to select all of the devices, or deselect all of the devices,
respectively. This should be used with caution. Only devices that are compatible with the firmware file being used should
be selected. Applying an update to the wrong type of device (as noted in the Type column) could have undesirable effects.
When all of the desired selections have been made, click the Add button above the device list to move the selected devices
into the Programming List box.

The selected devices will be moved from the Available Devices list to the Programming List. Each device will show the
Firmware File that will be used to update the device. Additional devices may be added to the Programming List by repeating
these steps. If the additional devices are of a different Type, then the Firmware File selection must be changed to match
the device type.

In the example shown below, the firmware file “vip824-firmware-2.13.tar” was entered into the Firmware File line, the device
“VIP-824" was checked in the Available Devices list, and the Add button was then clicked. This moved the VIP-824 device
into the Programming List. Then the Firmware File was changed to “vip804-firmware-2.13.tar”, the device “VIP-804 Office”
was checked, and the Add button was again clicked. This moved the VIP-804 Office device into the Programming List.
Notice that each device in the Programming List has a different firmware file associated with it.
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Figure 38: Program Firmware Using Available Devices Dialog Box

The Remove button may be used to remove a single entry from the Programming List. Highlight the device to be removed,
and then click the Remove button. The device will be returned to the Available Devices list. The Remove All button will
clear all devices from the Programming List. If a Firmware File is incorrectly associated with a device in the Programming
List, it can be modified using the Change File button. To do this, enter the correct file name (and path) in the Firmware File
line, highlight the device in the Programming List to be changed, and then click the Change File button. The firmware file
will now be associated with the device in the Programming List.

Selection using Known IP Addresses:
The second method of selecting devices for updates is by entering IP addresses directly.

Enter the full path and filename of the downloaded firmware file into the Firmware File field at the top of the Program
Firmware Dialog Box. The name may be typed directly into the field, or the browse button at the right side of the field may
be used to locate the file. In the example below, the file “vip201_081409.tar” located in the “C:\Documents\Firmware” folder
will be used for the update.

Enter the IP address of the device to be updated in the address field and select the correct device type from the dropdown
list beside it. Then click the Add button beside the device type selection to add the device to the Programming List. Only
devices that are compatible with the firmware file being used should be entered. Applying an update to the wrong type of
device (as noted in the Type column) could have undesirable effects.

The Remove button may be used to remove a single entry from the Programming List. Highlight the device to be removed,
and then click the Remove button. The Remove All button will clear all devices from the Programming List. If a Firmware
File is incorrectly associated with a device in the Programming List, it can be modified using the Change File button. To
do this, enter the correct file name (and path) in the Firmware File line, highlight the device in the Programming List to be
changed, and then click the Change File button. The firmware file will now be associated with the device in the Programming
List
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Figure 39: Program Firmware Using Known IP Addresses Dialog Box

Completing the Firmware Update:

After all devices to be updated have been selected using either of the two methods, and the correct firmware files associated
with the devices, click the Program button to begin the update process. A warning dialog will be displayed for confirmation.
Clicking Yes will proceed with the update process, clicking No will cancel the process.

Werning

Figure 40:

v

Program Firmware Warning Dialog Box

The update process copies the appropriate firmware files to the selected devices, then triggers a reset (reboot) of the
updated devices. The progress of these steps will be shown in the Status column of the Dialog Box. The example below
shows the update process was Successful for both devices in the Programming List.
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Figure 41: Program Firmware Successful Dialog Box

After closing this Dialog Box, the updated devices will be displayed in the device tree view with a Yellow icon, indicating a
rescan is required. Scan the device(s) to retrieve programming information and confirm the new firmware version.

Upload Device Files

Selected Valcom VIP devices have functions that play audio files in response to certain events. Custom audio files may be
uploaded to the Valcom device when specific messages are desired for these events. The Upload Device Files option is
used to define user-supplied audio files to be used by the Valcom device. The audio files must be in one of the following
formats:

e .RAW - 8 bit, 8000 Hz sample rate, PCM (pulse code modulation)
e WAV - 8 hit, 8000 Hz sample rate, PCM

Valcom has made available an IP Audio Converter program that can convert most common audio files to the correct version.
Please contact Valcom Technical Support for more details if conversion assistance is required.

e To upload a file, choose the type from the File Type drop-down list box. In the Source File text box, enter the full path
to the audio file. The name may be typed directly into the field, or the browse button at the right side of the field may
be used to locate the file. The Process Audio check box is only available if the Valcom IP Audio Converter program
is installed. If selected, the IP Audio Converter program will automatically adjust the volume levels in the selected audio
file to optimize the sound quality before it is uploaded to the VValcom device.

¢ Inthe Devices list, select the devices to be updated with the chosen file by checking the box by the name of the device.
The All or None buttons may be used to select all of the devices, or deselect all of the devices, respectively. Click the
Upload button to update the selected devices with the new audio file.

The File Types that are available for customization include:

e Incomplete Call Message — which is the message played when a call cannot be completed to the intended destination.
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Figure 42: Upload Device Files Dialog Box

Device Menu

The Device Menu provides options for managing the list of devices displayed in the device tree view, both for Snapshots and for
live devices.

Add Sample Devices — displays a Dialog Box listing all of the available Valcom IP devices that can be programmed with
this tool. Various combinations and quantities of devices can be selected. This is used to select sample Valcom IP devices
for simulated configuration.

Remove All Devices — removes all endpoints from the current scan results in the device tree view.

Remove Selected Devices — removes and optionally ignores selected endpoints from the current scan results. A Dialog
Box is presented listing the devices currently scanned. One or more devices may be selected to be ignored. The ignore
option also includes the ability to ignore for just this session, or to permanently remove from the list of devices. The list of
ignored devices is managed from the Ignore List option (see below).

Replace Devices — provides a method to transfer the programming from one device to a new device.
Find Device in Tree — provides a method to input a MAC address to search for in the current device tree view.

Ignore List — is a function that creates an internal listing of devices that should not be displayed in the device tree view.
Options are provided to view, add, or reinstate endpoints from the list.

Add Sample Devices

The Add Sample Devices Dialog Box provides a listing of all the available VValcom IP devices that can be programmed with this
tool. Various combinations and quantities of devices can be selected to build a sample configuration for training.

Clicking the Add Sample Devices menu option will display the Dialog Box shown below. The top of the screen shows the
available subnets that have been defined using the Network Definitions option. A valid subnet is required to be defined before
adding sample devices. Clicking the New button will display the Subnet Configuration Dialog Box to allow entering a subnet to
use for the devices. If subnets are already defined, clicking the Edit button will allow changes to be made to the subnet
configuration.
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Add Sample Devices

Subnet To Use For Added Devices
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Paae : Dual Enhanced Network Audio Port

Figure 43:

Add Sample Devices Dialog Box

You may also filter the device type list by selecting from the dropdown box above the list. The default is All Devices.

With the desired subnet selected, the sample devices may be selected from the listing. Enter the desired quantity for each
device type in the Quantity column, then click the Add button. The devices will be added to the device tree view of the VIP-
102B tool, using default names and values. The IP addresses for the devices will be assigned from the chosen subnet, beginning
with the first unused address and continuing sequentially. A warning message box will be displayed if there are not enough IP
addresses available in the subnet for the quantity of devices being added. In that case, the quantity of devices to add may be

reduced or the subnet may be modified to provide enough available addresses.

Click the Close button when all of the devices have been added.

Remove Selected Devices

The IP Solutions Tool provides two ways of preventing devices from being displayed in the device tree view. The Remove
option prevents a device from being scanned or displayed, but only for the current session. The Remove and Ignore option
prevents the device from being scanned or displayed, and enters the device into the Ignore List. Devices in the Ignore List are
remembered between sessions. Information on the Ignore List is provided later in this section.
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Figure 44:

Remove Devices Dialog Box
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The Remove Device command and the Remove and Ignore command can be accessed from the pop-up menu for individual
Valcom devices. Simply right-click the device name in the device tree view, then select either the Remove Device or Remove
and Ignore option from the pop-up menu. Executing the function through the pop-up menu will affect only the single device
selected.

Additionally, all displayed devices can be removed by choosing the “Remove All Devices” option from the Device menu. A
confirmation Dialog Box will be displayed, from which the command may be cancelled. To restore the display of devices, perform
a network scan.

The Remove Selected Devices command under the Device menu provides a Dialog Box (shown below) to select devices to
ignore. The command displays a list of devices, from which one or more may be chosen by clicking the box in the Name list.
The All or None buttons may be used to select all of the devices listed, or to deselect all devices, respectively. The All Sample
button will select all of the sample devices that have been previously added (this button is hidden if there are no Sample Devices
to remove).

After selecting the devices, click the Remove button to ignore them for the current session only. Performing a network scan will
restore all “removed” devices to the display.

Clicking the Remove and Ignore button will remove the selected devices from the display, and also put them into the Ignore
List. Devices in the Ignore List will not be scanned or displayed.

Click the Close button to dismiss this Dialog Box.
Replace Devices

The Replace Devices Dialog Box provides a method to transfer programming from one Valcom IP device to another IP device.
The source and destination devices must be the same type, such as Station or Trunk and have the same number of channels.
Transferring programming between different types of devices (Station to Trunk, for example) is not supported.

[=] Replace Devices ==

Available Loaded Devices 1 Specify replacements and assign IP addresses Clgar Clear Al

MName Mac Mumber Type Channels  Version  Replace With Status
VIP-B01 Existing 81 00-D0-5F-00-46-24 Page 1 21
VIP-B01 Sample 1 FF-FF-FF-7E-EE-dE Page 1 220
WIP-B01 Sample 2 FF-FF-FF-D4-16-5C Page 1 220

Replacement Devices - { Drag desired replacements to compatible available devices )

MName Mac Mumber P Address Type Channels Wersion
Yalcom 00-DO5F-00-B3B7 152.168.6.200 Page 1 213

Replace local data only at this time instead of communicating
FEind Devices | | Replace | | Close

Update and Reset all other changed devices during replacement

Figure 45: Replace Devices Dialog Box

The top of the Replace Devices Dialog Box includes a list of the steps involved in the replacement process, with the current step
shown. Clicking the list will expand it to show all of the steps.

Use the Replace Devices Dialog Box to specify the source and destination devices.

The Available Loaded Devices list corresponds to the devices shown in the Device Tree View portion of the 102B tool. The
devices in this list are Valcom IP devices that have been scanned by the 102B tool and had the configuration details successfully
downloaded to the tool. This list can also include any sample devices that have been added to the Device Tree View, as well
as devices loaded from a saved Snapshot file. Sample devices may be easily identified by the Mac Number beginning with the
digits “FF-FF-FF”. Devices that have been added to the Ignore List will not be displayed in this list, nor will devices for which
the correct password is not known. The devices in this list can be considered the source of the replacement. It is the
programming of these devices that will be duplicated onto the replacement devices.
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Step 1 - Specify replacements and assign IP addresses

The Replacement Devices list is initially populated with any IP devices that have been detected by the VIP-102B tool, but
were not successfully scanned by the tool. This could include unconfigured devices, such as a new device that still has the
factory default programming. If a device that is to be used as a replacement is not displayed in the list, click the Find
Devices button to scan the network for available devices. The devices in this list can be considered the destination of the
replacement. Any programming on these devices will be replaced by the programming of the chosen device from the
Available Loaded Device list.

In the example shown, two sample devices and one existing “real” device are in the Available Loaded Devices listing, and
one new (unconfigured) device is in the Replacement Devices list. To replace a device, click and drag a device from the
Replacement Devices list to a corresponding device in the Available Loaded Devices list. The mouse cursor will change to
indicate if the device types match.

Release the mouse button to “drop” the replacement device onto the Available Loaded Device. The example shows the
result of dragging a Replacement Device to an Available device named “VIP-801 Sample 2. The “Replace With” column
will now show the MAC address of the Replacement Device. The Status column shows “Earlier Version” indicating the
firmware on the Replacement Device is a lower version than the Available Loaded device. Note that the replacement unit
is also removed from the Replacement Devices list.

[=] Replace Devices (5]
Available Loaded Devices 1 Specify replacements and assign IP addresses Clear Clear Al
Mame tac Humber Type Channelzs  Version  Replace With Status
WIP-801 Ewisting #1 00-D0-5F-00-48-24 Page 1 21
WIP-801 Sample 1 FF-FF-FF-7E-EE-46 Page 1 220
WIP-801 Sample 2 FF-FF-FF-D4-16-9C Page 1 220 00-D0-5F-00-63-B7 Earlier erzion

Replacement Devices - { Drag desired replacements to compatible available devices )

Mame tac Nurnber IP Address Tupe Channels Wersion

Replace local data anly at this time instead of communicating

Find Devices | | Beplace | | LCloze

Update and Reszet all other changed devices during replacement

An earlier version of the device was selected. Unsuppork: L may be

Figure 46: Replace Devices Example Dialog Box

If an association needs to be changed, the Clear button may be used to remove one replacement association from the
Available Loaded Devices list. The Replacement Device will be put back into the list, where it may be chosen to associate
with a different Available Loaded device. The Clear All button will remove all associations from the list.

Two checkboxes at the bottom of the Dialog Box provide additional control of the replacement process. The default process
will transfer the programming to the destination device(s) over the network immediately. By checking the option to Replace
local data only at this time instead of communicating, the programming will be transferred only within the database of
the VIP-102B IP Solutions Setup Tool and not updated to the destination device. If this option is chosen, the device will still
require a manual Update and a Reset to make the new programming effective. The Update and Reset commands are
located on the Communications menu.

Selecting the option to Update and Reset all other changed devices during replacement will instruct the VIP-102B tool
to update the devices involved in this replacement operation, as well as all other devices that have been changed during
this programming session.

When all of the desired replacements have been selected, click the Replace button to start the replacement process. A
warning dialog will be displayed to provide a final confirmation to proceed. Click Yes to continue.
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Replace Devices 3

Selected replacernents will be made at this tirne, Please ensure that the
! . available loaded dewvices that are being replaced are no longer present
on the network or conflicts may prevent their replacement,

Do youwant to continue?

Figure 47: Replace Devices Warning Dialog Box

The initial replacement steps will be performed, and the Status column will show the outcome for each device. In this
example, the replacement was successful and the Status column indicates an update is required to complete the process.
The Replace Devices process has now assigned the correct IP address and other network settings to the device, but other
data changes have only been made in the database of the VIP-102B tool, not directly on the physical devices. All of the
replacement information now has to be uploaded to the device to become effective. Click the Continue button to go to the
next step.

=] Replace Devices (==
Available Loaded Devices 1 Specify replacements and assign IP addresses Clear | | Clear Al |
Mame Mac Mumber Type Channels  Yersion  Replace With Statuz
WIP-801 Existing #1 00-D0-5F-00-48-24 Page 1 21
WIP-801 Sample 1 FF-FF-FF-76-EE-46 Page 1 220
YIP-801 Sample 2 FF-FF-FF-D4-16-9C Page 1 220 00-D0-5F-00-69-B7 Update Required

Replacement Devices - { Drag desired replacements to compatible available devices )

Mame Mac Mumber IP Addrezs Type Channels Wergion

FEind Devices | | Beplace | [ Lontinue

Update and Reset all ather changed devices during replacement

Initial replacements were made. Updates are ired for

Figure 48: Replace Devices Example Dialog Box

Step 2 — Distribute Replaced Devices

Install the replacement devices on the network. The replaced devices will now have the network configuration (IP address,
gateway, etc.) for their final location, so they must be moved to the correct network segment to operate correctly. It is also
important to make sure any original devices (that were replaced) are removed from the network to avoid any conflicts with
IP addresses, dial codes, etc.
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=] Distribute Replaced Devices @

2 Distribute replaced devices onto the network

At this time, all replacement devices must be physically distributed and installed at
their correct location on the network and the old devices that they are replacing
must be unplugged and removed. Once this is complete, you may return to the tool
and continue with the replacement process.

[ Cantinue ][ Lancel

Figure 49: Distribute Replace Devices Dialog Box

Step 3 — Program Firmware
Update the firmware on replaced devices, if necessary.

This step is optional. If the Replacement device has the same or newer version of firmware than the source Available
Loaded device, then this step may be safely skipped. If the source Available Device has newer firmware than the
Replacement Device, then any features or programming that are not supported in the older firmware will be removed. To
avoid the possibility of dropping features, it is recommended to update the firmware of the destination Replacement Device
if it is older than the Available Device.

The basic process is to select the firmware file to be used, and then select which devices should receive this file. The
firmware update process is described in more detail in the Program Firmware topic in the Communications Menu section of
this manual.

For this example, the firmware was updated with a newer version. The device named “VIP-801 Sample 2" was selected to
be updated with the firmware file “vip801-r215.tar”.

=] Program Firrmware ==
3 Program firmware in devices as needed Program By: | Available Devices -
Firrnware File

C:\Firmuware'ywipB0T-215. tar

Program By Available Devices

Check and add devices ta the Programming List that should receive this file Al ] [ None ] [ Add ]

Marne b &z Mumber IP &ddress Type Channels  Version

* Replacement Pending

Programming List

Change File ] [ HRemave ] [ Remove All Progrant

Device Type Status

Ay required firmware pragramming should be dane now before cantinuing with replacement
updates, including programming done using ather methads. Sl —ance

Figure 50: Replace Devices — Program Firmware Dialog Box

After the firmware programming is complete, or if this step is not necessary, click the Continue button to proceed.
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Step 4 - Verification

Verify the replaced devices.
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Figure 51: Replace Devices — Verification Dialog Box

After the firmware programming is complete, the newly updated devices must be verified by the VIP-102B IP Solutions Tool
before further programming can be completed. The verification process checks the basic connectivity status of the device(s)
to make sure communications are possible with them. The verification process is described in more detail in the Verify
Devices topic in the Communications Menu section of this manual.

Step 5 — Update Devices

Update the replaced devices with the new programming.

Update Dewvices EZ

l 3 Replaced devices will be updated. Do youwant to continue?

Figure 52: Replace Devices — Update Devices Dialog Box

After the devices have been verified for communications, the devices must be updated with the remainder of the

programming options from the VIP-102B IP Solutions Setup Tool database. Click the Yes button to finish uploading the
programming to the device(s).

Step 6 — Reset Devices

Reset the replaced devices to make the new programming effective.

Reset Required 23

The device must be reset before changes will take effect, Resetthe
l L dewvice now?

Figure 53: Replace Devices — Reset Devices Dialog Box

After all of the programming has been uploaded, the final step is to reset (reboot) the replaced device(s) to make the new
programming effective. Click the Yes button to proceed with the reset action.
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Ignore List

The Ignore List is an internal database of devices that will not be scanned over the network or displayed in the device tree view.
This is designed to be a convenient method of blocking the scanning and display of devices that do not need to be displayed.
This could be used, for example, to limit the display to only the devices located in one building or one floor of a building. Ignored
devices are not checked for conflicts.

Clicking the Ignore List option from the Device menu will display the Dialog Box shown below. Devices listed will be ignored by
the tool. Using the Delete commands from this Dialog Box will remove devices from this list, which allows the VIP-102B tool to
work with the devices as usual.

@ o n ——
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Figure 54: Ignore List Dialog Box

Clear List on Startup and File Close, if checked, will remove all previously ignored devices when the tool is launched or a
Close is used from the File menu.

Clicking the Add button will display a Dialog Box allowing the input of a name and MAC address. The device will then be entered
into the Ignore List. An easier method is to select the device to be ignored directly in the Device Tree View, then right-click the
device and choose “Remove and Ignore” from the pop-up menu.

The Edit button provides a Dialog Box to edit an existing ignored item’s name. Only the displayed name is editable, the MAC
address is not editable.

The Delete button will remove one or more devices selected from the list. Multiple devices may be selected by using the Control
key when clicking with the mouse. After selecting devices, click the Delete button to remove them from the list.

The Delete All button will remove all devices from the list.

Security Menu

NOTE: Valcom IP devices and the VIP-102B IP Solutions Tool are programmed at the factory with a widely-known
default password of “moonbase”. It is recommended that all default passwords be changed upon installation. Be
aware that if the Main Tool Password is changed, the new password is stored in encrypted format on the computer’s
disk. If that encrypted file is lost, there is no way to recover the password. Valcom devices with unknown passwords
must be returned to the factory to have the password reset to the default.

e Change Device Passwords — invokes a Dialog Box with fields for changing the password on one or more devices. The
correct password is required to retrieve or update a device’s configuration. The VIP-102B IP Solutions Tool can store one
password internally. The tool will use its stored password to communicate with endpoint devices when performing a network
scan. If the password on a device is different from the tool’s stored password, the tool will prompt for the correct password.
If the correct password is entered, the tool will be able to retrieve the configuration information. If the correct password is
not supplied, the device will be displayed in the device tree view with an Orange icon, indicating Invalid Password. Additional
passwords entered during a scan will be stored until the VIP-102B tool is closed.

e Set Main Tool Password — invokes a Dialog Box with fields for changing the password stored internally by the VIP-102B
IP Solutions tool.
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Remove All Tool Passwords —This will erase all passwords the tool has remembered. You will be prompted

Rernove All Paswwordy e

| All pasyword INfOrmaton that is remembensd by the tool will be
l removed! THES CANNOT 81 UNDONE! Please make sure you
KNOW yOUul DASEWOrd belovp procradng of access o devces w

W want o cominue

Yo Na

T ——— e d

Figure 55: Remove All Passwords Warning Dialog Box

Click Yes if you wish to proceed or No to cancel this.

Hide Invalid Password Devices — hides the display of endpoint devices whose password does not match the password
stored in the tool, and which did not have a valid password entered when a device scan was attempted. See the “Change
Device Passwords” section above for more details on the passwords used when scanning the network for devices. When
selected, devices for which the correct password was not entered will not be displayed in the device tree view. Clicking this
option again will “unhide” the devices.

Manage Secure Communications — This option allows you to define whether or not you will be using secure
communications (SSH/SCP) to communicate with the Valcom devices. In addition, you can specify individually which
devices will be accessed securely or not. Note: Newer Valcom devices (referred to as Gen 3 devices) are capable of
handling secure communications. Older Valcom devices (referred to as Gen 2 devices) do not support secure
communications. The tool will determine the devices capability during the scan process.

Change Device Passwords

The Dialog Box for changing device passwords provides options for selecting one or more devices to change, entering new
passwords and setting the main tool password.

[=1 Changes Device Prsswords ==l
Select the denoes that shoukd have thee password harged
A None Ol show devces vl ivald pasiwords
Nane Mac Murker Tvpe Rand
0CS 2007 R2 Test WO 00-31 4D Stavan
C5 2007 2l 0-D0-SF-00-2675 Page
0Cs Tw W-DISF-05757 SIPFagng Servmt
Entey the paswond cumsnll) recogrized by B sslecied devcas
Curent Password Use Factory Detndt
Erdar the naw padsswand 10 200 10 T 1odecied devces
Nesw Passwond Use Factcey Dotk
Condimn New Masymond /) Sot As Man Tool Pasywveed
V| Rervamber Thes Passvand
l Change Passwords | Cipze

Figure 56: Change Device Passwords Dialog Box

The devices to be changed must be selected from the list at the top of the Dialog Box. A device is selected by clicking the
checkbox beside the device name. The All button will select all of the devices, the None button will clear all selections. The list
may be filtered by checking the box to Only show devices with invalid passwords.
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The current password for a device must be entered before a change can be made. Enter the password in the Current Password
field. The Use Factory Default checkbox will cause the tool to use the factory default as the current password.

The new password must be entered into the New Password field, and re-entered in the Confirm New Password field. Checking
the Use Factory Default checkbox will cause the tool to use the factory default password as the new password, effectively
resetting the password on the device(s) to the factory default.

Checking the Set As Main Tool Password checkbox will cause the VIP-102B tool to use this new password as the main tool
password for this session only, and the password will be “forgotten” when the program is exited. To have this new password
remembered when using the tool in the future, the Remember This Password checkbox must be selected.

After completing the appropriate fields, click the Change Passwords button to send the password changes to the selected
devices. The Result column will indicate the status of the change.

Set Main Tool Password

The VIP-102B IP Solutions Tool stores one main password internally. This password is used by the tool when connecting to
Valcom IP devices. If the main password stored by the tool matches the password assigned to the Valcom IP devices, then
device configuration can be retrieved without requiring additional passwords to be entered. If the password stored by the VIP-
102B tool does not match the password assigned to a Valcom IP device, then the tool will prompt for the correct password when
connecting to the device.
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Figure 57: Set Main Tool Password
Type the new password into the text field. Checking the Use Factory Default Password checkbox will cause the tool to use the
factory default password as the main tool password.

The new password will be used as the main tool password for this session only. To have this new password remembered by
the tool for future sessions, the Remember This Password checkbox must be selected.

After completing the appropriate fields, click the OK button to store the new password.
Click the Cancel button to exit the function without making any changes.

Manage Secure Communications
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Figure 58: Manage Secure Communications Dialog Box
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Selecting Require Secure Communications will set the tool to set secure communications for every device that is scanned.
You will be prompted for confirmation. If you answer Yes, all devices will be flagged as requiring Secure Communications (lock
symbol in Status column). If you answer No, any device not already selected for Secure Communications will be flagged with
an error (red error symbol in Status column). If you select Cancel the change is disregarded.

Auto adjust device settings when necessary will allow for the tool to attempt secure communications and fall back to unsecure
if secure method fails. If Require Secure Communications is set then this will fail to scan any devices.

Programming Menu

Assign IP Addresses — allows IP addresses to be automatically assigned to one or more Valcom IP devices. The IP
addresses that may be assigned are defined in the Networks function under the File menu. This may also be accomplished
on an individual endpoint basis by making the appropriate entries on the Network tab of each device. The Assign IP
Addresses function has three methods of use, selected using the Mode list box. The three methods are:

1. Assign New Address — which uses the settings from the Network dialog to assign static IP address, subnet mask,
default gateway and DNS server entries.

2. Set Devices to DHCP — which will set the device’s network interface to query the network for a DHCP server from
which to get its address.

3. Synchronize Settings — which will send the subnet mask, default gateway and DNS server entries to the Valcom
device without changing the previously assigned IP address. This is used in cases where the mask, gateway or DNS
entries were made incorrectly, causing the Valcom device to become unreachable.

Assign Device Names — allows user to assign device names to all or selected endpoints. This may also be accomplished
on an individual endpoint basis.

Assign Dial Codes — allows user to assign dial codes to all or selected endpoints. This may also be accomplished on an
individual endpoint basis. Note that all system dial codes must be the same length.

Assign Local Network Settings — allows user to change the default multicast IP address and port for audio and control.
Also the DSCP setting modified for prioritizing traffic on your network.

Assign DHCP Fallback Settings — Allows setting a default timeout for acquiring a DHCP IP address and what to default
to if a response is not received after this timeout has expired.

Clear DNS Settings — Allows clearing of DNS entries on a device that may have incorrect entries and is causing a device
to be in error status after a scan.

Set Channel Mode — Allows user to change from One Way to Talk-Back on Dual-mode speakers.

Set System Features — allows user to enable or disable the privacy, channel pre-announce, SIP pre-announce tones on a
system wide basis.

Volume Adjustments — allows user to adjust set the audio input and audio output volumes on all applicable endpoints.

Assign IP Addresses

Assign New Addresses

Static IP Address assignment may be made using the Assign New Addresses mode. The network from which the address
will be assigned is selected using the Subnet drop-down list box. The subnets available in the list are the same subnets
that were previously entered via the Networks function on the File menu. The New and Edit buttons may be used to create
new subnets or edit existing ones, if necessary. The subnet mask, default gateway and DNS server entries from the selected
subnet are displayed for reference.
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Figure 59: Assign New IP Addresses Dialog Box

After the appropriate subnet is selected, the address for the new device is chosen. The Address dropdown box provides
the ability to select the address to assign, or let the tool choose. The First Available option will scan the list of addresses
available in the chosen subnet and select the first address that has not already been assigned. If more than one Valcom
device is selected to get an address, the IP addresses will be assigned in sequence starting with the First Available.
Alternatively, the exact address desired can be selected from the Address drop-down box and assigned to individual
Valcom devices.

To reduce the possibility of assigning an address already being used by another device, the Use Ping to Check Address
Availability option may be selected. This will cause the tool to send an ICMP ping to the new IP address before assigning
the address to the Valcom device. If a response to the ping is received, the IP Solutions Tool will not assign the address.
If the addresses are being assigned using the First Available option, then the tool will try to assign the next available 1P
address. If a specific IP address was chosen to be assigned, then the tool will provide a warning message indicating the
chosen address is not available.

Only the Valcom devices that are selected by checking the box in the Mac Number column will be assigned new addresses.
The All or None buttons may be used to select all or deselect all devices, respectively.

After making the appropriate choices, click the Assign button to update the Valcom devices. A confirmation box will be
displayed. Click the Yes button in the confirmation box to complete the address assignment.

After the IP addresses have been successfully delivered to the Valcom devices, the icon for the device will be displayed in
Yellow, indicating a rescan of the device is required.

NOTE: A scan of the device may be initiated using the Scan Single Device command from the Communications
menu or by right-clicking the device name and choosing Scan Device from the pop-up menu. The newly-assigned
IP address should appear in the IP Address field of the Summary tab.

Set Devices to DHCP

If automatic address allocation using a Dynamic Host Configuration Protocol (DHCP) server is preferred, the Set Devices
to DHCP mode may be selected. With this option, all of the devices selected for address assignment will be configured to
query for an address using DHCP. A DHCP server with a valid scope for the network must be available.
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Figure 60: Set Devices to DHCP Dialog Box

Only the Valcom devices that are selected by checking the box in the Mac Number column will be assigned to use DHCP.
The All or None buttons may be used to select all or deselect all devices, respectively.

After making the appropriate settings, click the Assign button to send the configuration change to the Valcom devices. A
confirmation box will be displayed. Clicking the Yes button in the confirmation box will proceed with setting the selected
devices to use DHCP.

After the DHCP configuration setting has been successfully delivered to the Valcom devices, the icons for the changed
devices will be displayed in Yellow, indicating a rescan of the device is required.

A scan of the device may be initiated using the Scan Single Device command from the Communications menu or by right-
clicking the device name and choosing Scan Device from the pop-up menu. The newly-assigned IP address should appear
in the IP Address field of the Summary tab.

Synchronize Settings

If incorrect values for the network subnet mask, default gateway or DNS server entries have been mistakenly assigned to
Valcom devices, the VIP-102B IP Solutions Setup tool may be able to detect the device but not configure it. This will cause
the VIP-102B IP Solutions Setup Tool to show the device in Error Status. The Summary tab for the device will display a
note that the device has been detected, but the configuration of the device could not be retrieved. Choosing the
Synchronize Settings mode will send the current values for the subnet mask, default gateway and DNS server entries to
the Valcom device, but will not change the IP address currently assigned to the device.
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Figure 61: Synchronize Settings Dialog Box

The Subnet drop-down list box is used to choose the appropriate network from which to get the configuration settings. The
values for the subnet mask, default gateway and DNS servers are shown in the upper right area of the Dialog Box. The
subnets available are the same subnets that were previously entered via the Networks function on the File menu. The New
and Edit buttons may be used to create new subnets or edit existing ones, if necessary. The Subnet selection also controls
what devices are displayed in the device list. Only devices whose IP address matches the Subnet selection are displayed
and can be synchronized.

Only the Valcom devices that are selected by checking the box in the Mac Number column will be updated with the changes.
The All or None buttons may be used to select all or deselect all devices, respectively.

After making the appropriate settings, click the Assign button to send the configuration change to the Valcom devices. A
confirmation box will be displayed. Clicking the Yes button in the confirmation box will proceed with sending the updates to
the selected devices.

After the new configuration settings have been successfully delivered to the Valcom devices, the icons for the changed
devices will be displayed in Yellow, indicating a rescan of the device is required.

A scan of the device may be initiated using the Scan Single Device command from the Communications menu or by right-
clicking the device name and choosing Scan Device from the pop-up menu. The newly-assigned subnet mask, default
gateway or DNS server addresses should appear in the appropriate fields of the Network tab.

Assign Device Names

Device names can be assigned to one or more Valcom devices in one operation. This is useful for assigning names to multiple
devices, where the names will follow a standard pattern. For example, multiple speakers could be named “Speaker 1, Speaker
2, Speaker 3, etc” automatically.

Individual devices can be renamed by entering the new name in the Prefix text field, selecting the device to be renamed by
clicking the check box by the Mac Number of the device, then clicking the Assign button.

To assign multiple device names, the initial part of the name that will be the same for all devices is entered into the Prefix text
field. The Prefix field is limited to 14 characters. The second part of the assigned name must be a number and is entered into
the Starting Number field. The assigned names will combine the Prefix with this number, and progress sequentially. The
maximum number is 4 digits (9999). The Min Number Length dropdown box is used to specify the length of the assigned
number. The number assigned to a device will be padded with leading zeroes to equal the length chosen. The range is 1 to 4
digits length.
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Figure 62: Assign Device Names Dialog Box

Only the Valcom devices that are selected by checking the box beside the Mac Number will be assigned new names. The
checkboxes can be selected individually, or the All or None buttons can be used to select all of the checkboxes, or to clear
boxes that have been selected.

After making the appropriate settings, click the Assign button to assign the names to the Valcom devices. The new names are
stored in the VIP-102B IP Solutions tool, within the properties for each individual device. The changes can be confirmed by
looking at the device names in the device tree view, or checking the Properties tab for an individual device. All of the changed
devices should now be displayed in the tree view with the Blue icon, indicating “Update Required”. This indicates the changed
properties must be sent to the device to become effective. The updates are delivered to the devices by using the Update
Changed Devices option in the Communications menu.

Assign Dial Codes

Dial codes are the internal addressing numbers assigned to every endpoint in the system. The dial code is also commonly
known as the phone number, extension or directory number. All devices in the system must use the same number of digits for
the dial code. Valcom IP devices can be programmed with 1 to 11 digit dial code lengths. The default dial code length for the
system is set in the Dial Code Length function under the System menu.

The Assign Dial Codes Dialog Box provides a way to quickly assign sequential dial codes to one or more devices. Enter the
beginning dial code number in the First Dial Code field. The number of digits entered must match the number of digits defined
for the system in the Dial Code Length function under the System menu. Selecting the Use Dial Code for CID Number will
cause the dial code assigned to a device to also be used for the Caller ID Number.
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Figure 63: Assign Dial Codes Dialog Box
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Only the Valcom devices that are selected by checking the box in the Device column will be assigned new addresses. The All
or None buttons can be clicked to select all devices, or deselect all boxes with one mouse click. The All Blank button can be
clicked to select all devices that have a blank dial code. (May have been cleared from resolving previous dial code conflicts.)

You can select from 3 different methods to assign dial codes. First available will use the first unused dial code that is unavailable
and assign it to each selected item. Sequential will assign dial codes sequentially to each selected item, even if it may cause
conflicts. Extended will remove dial codes from selected items to free up their numbers. The first unused dial code that is
available will then be assigned to each item.

After making the appropriate settings, click the Assign button to apply the dial codes to the device configuration. The tool will
assign the number from the First Dial Code box to the first selected device, then continue through the list of selected devices
assigning the next dial code number in sequence. After all assignments are made, a Dialog Box showing the assignments will
be displayed. Click the Continue button. If dial codes being assigned are already in use on other devices, the tool will display
a Dialog Box showing the conflicts. The tool will not prevent conflicting dial codes from being assigned. Conflicts should be
noted and resolved before continuing with programming.

Clicking the Close button (before clicking Assign) will exit this function without making changes to the dial codes.

The new dial codes are stored in the VIP-102B IP Solutions tool, within the properties for each individual device. The changes
can be confirmed by reviewing the Channels tab for an individual device. All of the changed devices should now be displayed
in the tree view with the Blue icon, indicating “Update Required”. This indicates the changed properties must be sent to the
device to become effective. The updates are delivered to the devices by using the Update Changed Devices option in the
Communications menu.

Assign Local Network Settings
Local network settings for all scanned devices can be set here for all or selected devices.

These are the same settings that can be set using the Local Network button on the Network tab of any individual device from
the device tree.

The audio IP Multicast address and port as well as the Control IP Multicast address can be set here.

In addition you can configure the DSCP (Differentiate Services Code Point) setting for all or individual devices which will tag
packets for QoS (quality of Service) policies on your network. Valcom recommends using EF (Expedited Forwarding on all
Valcom devices). Click Assign when complete. You will be prompted for confirmation to continue. Click Yes to assign your
settings or No to discard the changes. After assigning you can close this Dialog Box. You will need to Update Changed Devices
in order to have these changes saved to the Valcom device(s).
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Figure 64: Assign Local Network Settings
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Assign DHCP Fallback Settings

You can configure the default settings for all devices that are configured to use DHCP to acquire an IP address, Subnet Mask,
and Gateway. DHCP Timeout is in minutes and seconds for how long to wait before giving up on DHCP acquiring an IP address.
For the IP address, Subnet Mask, and Gateway you can <use active> settings, which will use the current values, if any, that are
available. You may also enter specific values for assignment to any selected device. Leave a setting unchecked to retain the
current fallback value for that setting. Assignment of settings may fail if they would create an invalid configuration.
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Figure 65: Assign DHCP Fallback Settings Dialog Box

Clear DNS Settings
By default this will present a list of all devices that are in red error status.

You may select All or individual devices from the list. You can also select Show Loaded which will display all scanned devices
regardless of whether it is red error status or normal status. Checking the Use extended clear on first attempt causes the tool
to download the appropriated configuration file, clear out the DNS fields and update the device(s) followed by a reboot of the
device(s). This will take longer than the default which sends a command to the devices(s) and clears the DNS fields directly.
Clicking Clear button will prompt for confirmation. Selecting Yes will proceed with default or extended clear to clear the DNS
fields and then reboot the device(s). Selecting No will discard changes. Each device will report successful or failed. If failed
and Extended Clear is not checked, you can try again with it checked to see if will be successful. Click Close exits out of this
Dialog Box.
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Communication errors are sometimes caused by DNS settings on the device that refer to an invalid or inaccessible server, 1f
Invalld server programming is suspected, this screen may be used to dear the active DNS settings on the desired devices, This
process may take several minutes to complete on each device.
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Figure 66: Clear DNS Settings Dialog Box

Set Channel Mode

This menu item is only applicable to device type of dual-mode speakers. These speakers can be set as talkback or as one-way.
From the list of devices you can choose to filter out by either type and switch them from one mode to the other. Once done you
will need to do an Update Changed Devices to send configuration changes to the device(s).
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Figure 67: Set Channel Mode Dialog Box

Set System Features

The Set System Features Dialog Box provides a method to set the system tones for all applicable devices with one procedure.
System tones are predefined audio tones that are output by the paging system for specific events.

Depending on the device being programmed, up to three tones may be enabled or disabled.

The Privacy Tone is a periodic tone that is played through a talkback speaker when the speaker is active. This tone provides
an indication that the audio path is open from that device, and therefore any sounds could be picked up and transmitted to
another station.
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Pre-announce tones are used to alert listeners that a page is about to start.

The Channel Pre-Announce Tone is a tone that is sent to a device immediately before the audio stream when the devices are
communicating using the proprietary Valcom network protocol.

The SIP Pre-Announce Tone is a tone that is sent to a device immediately before the audio stream when the devices are
communicating using the SIP protocol.

The Ringback Alert Tone is a tone played on a talkback speaker to indicate a call has been initiated from the speaker.

The Incomplete Call Message is an audio recording that is played by a talkback speaker when a call initiated from the speaker
cannot be completed to the programmed destination number. Customer-supplied audio files may be uploaded to the device for
this message using the Upload Device Files option on the Communications menu.

The Channel Aux Input Enable if checked activates the Aux line-level input of an applicable device for use with an audio source
such as background music. This audio source will be shunt if the device receives audio from standard source.

The Polycom if checked enables all supported devices to display a Polycom tab (see Polycom tab section for details) This
provides proper setup of Valcom Audio groups to match the groups used by Polycom phones as well as it will support the audio
format Polycom phones transmit.

The Cistera if checked enables all supported devices to display a Cistera tab (see Cistera tab section for detail) to configure the
server’s IP and allow volume control.

Select the feature to be enabled or disabled by clicking the check box beside the feature.

After making the appropriate choices, click the Enable Selected Features button to apply the settings to all applicable devices,
or click the Disable Selected Features button to disable the selected tones. The new feature settings are stored in the VIP-
102B IP Solutions tool, within the properties for each individual device. The changes can be confirmed by reviewing the
Properties, Channels or SIP tab for an individual device. The updates are delivered to the devices by using the Update Changed
Devices option in the Communications menu.
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Figure 68: Set System Features Dialog Box

Volume Adjustments

The Volume Adjustments Dialog Box provides a way to set the Audio Input Volume and Audio Output Volume levels for all
Valcom IP devices that have audio input and/or output functions. The volume settings are adjusted using either the slider
controls or the incremental (+/-) buttons. The allowable values range from -48 to +28, and are measured in decibels. Valcom
devices with firmware versions 2.15 or greater have the ability to perform volume adjustments in real time, with the adjusted
volumes being used by the device immediately. Devices with older firmware must be updated and rebooted for the new volume
settings to be effective.
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Figure 69: Volume Adjustments Dialog Box

The Status Legend section provides information on the state of the volume adjustments. The Status column of the device listing
will indicate (by color code) the progress of the adjustment for each channel of each device. The Status indicators are as follows:

L 1 “Unchanged” — A blank Status indicates the volume settings have not been changed on the channel.
EE “Working” — A blue Status indicates the changes are being applied to the channel.

1 “Adjustments Pending” — An orange Status indicates changes are pending. This status will normally occur on
channels of devices with firmware versions that do not support real-time adjustments. For those devices, the changes are
stored in memory, but not yet in the VIP-102B IP Solutions Setup Tool database.

1 “Adjustments Active” — A yellow Status indicates changes are active on the device. This status will occur only on
channels of devices with firmware versions that support real-time adjustments. This status indicates the volume adjustments
have been changed on the channel and are active, but not yet permanent. The Commit Changes button must be pressed
to have these changes written to the device’s startup configuration.

N “Finalization Pending” — A purple Status indicates changes have been stored in the database of the VIP-102B IP
Solutions Setup tool, but not yet uploaded to the device. This status will occur on channels of devices that do not support
real-time adjustments, or when the adjustments could not be finalized in real time. When the Volume Adjustments Dialog
Box is closed, these devices will be displayed in the Device Tree View of the main VIP-102B application with a blue icon,
indicating Update Required. The update and reboot process will need to occur to make the volume adjustments permanent.

"1 “Finalization Complete” — A green Status indicates the changes are completed. This status will occur for all
firmware versions when the volume adjustments have been completed. For firmware versions that support real-time
changes, this status will normally occur after the Commit Changes button is pressed. For firmware versions that do not
support real-time changes, this status will normally occur after the Commit Changes button is pressed and the device has
been updated from the main VIP-102B Dialog Box.

The Adjustment Modes options provide the choice of modifying either a Single Channel or Multiple Channels. Single Channel
allows one channel to be selected from the device listing for adjustment. Multiple Channels allows one or more channels to be
selected, with the volume adjustments applied to all channels at one time.

The slider controls in the Absolute Adjustments section will set the volume of either the Input or Output (or both) to the absolute
value shown by the number displayed to the right of the slider control. The settings will be immediately reflected in the device
listing for any channels selected. Alternatively, the absolute volume settings may be set using the slider controls before selecting

any channels. Then, select the appropriate channels and use the “apply” icon o push the new settings to the channels.
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The Incremental Adjustments section provides the ability to adjust the Input and/or Output volume settings by adding or
subtracting from their current settings. The Volume dropdown box options include Input, Output or Both. The Increment
dropdown box sets the incremental amount of adjustment, in the range of 1 to 5. After making the appropriate choices for
Volume and Increment, select the Valcom device channels to which the settings should be applied. Then click the “-* or “+”
button to adjust the settings on each selected channel. The Increment value will be subtracted or added to the current volume
settings on the channel each time the buttons are clicked.

The Device List shows all of the devices in the current scan results with volume settings that can be adjusted. The first column
displays the check box which selects the channel to be adjusted. One or more channels may be selected, depending on the

Adjustment Modes selection (Single or Multiple). This column can also include this icon ‘:EE to indicate the device can perform
real-time volume adjustments. If the icon is not displayed, the device firmware does not support real-time changes or the device
requires Verification. The Status column (discussed previously) shows the status of any changes that have been attempted.
The Device, Channel, Dial Code and Description columns are provided to identify the devices being changed. The Input Volume
and Output Volume columns initially display the volume settings in effect when the devices were last scanned (or finalized, if
they were previously adjusted). The background color of these entries will change to a light gray if the settings have been
modified but not yet finalized.

When selecting the channels to be modified, the All or None buttons may be used to select, or deselect, all of the device
channels, respectively.

The Sample Page button will invoke the Sample Page function to send a pre-recorded sound file to the devices. See the
description of the Sample Page function in the Communications Menu section of this manual.

When invoked from the Volume Adjustments Dialog Box, the Sample Page function will include an additional Group option
named “AUTO — Real-Time Grouping”. This group works in conjunction with the real-time volume adjustments by allowing
Valcom IP endpoints to be dynamically added and/or removed from the group receiving the sample page. Only devices that
support real-time adjustments can utilize this feature. To use this, start a sample page using the AUTO group, then click the
checkbox in the Volume Adjustments device list for each channel that should receive the sample page audio. Device channels
can be added to, or removed from, the sample page output simply by checking or unchecking the box for the channel.

After making the appropriate settings, click the Commit Changes button to assign the volume settings to the Valcom devices.
Devices supporting real-time adjustments will be updated immediately. The changes for devices that do not support real-time
updates will be stored in the VIP-102B database, and will require an Update to make the changes permanent. Changes may
not be cancelled after Commit Changes has been applied.

Clicking the Cancel Changes button will revert the volume settings to the values retrieved when the device(s) were last scanned
(or finalized, if they were previously adjusted). Changes can only be cancelled for devices in the Adjustments Pending (orange)
or Active (yellow) Status.

The Close button will close the Volume Adjustments Dialog Box. If changes have been made but not committed, a warning
Dialog Box will be displayed. The warning includes the option to commit changes before closing.

System Menu

e Dial Code Length — defines the number of digits that will be used within the system for communications using built-in
Valcom protocol (non-SIP). The dial code is a unique number assigned to the Valcom device and is analogous to a phone
number or directory number. All devices communicating within a system must use the same length dial code.

e System Network Settings — defines the ports and multicast addresses used by the system. These settings should only be
changed if there are specific network conflicts requiring the settings to be modified.

e Global Scope Definitions — Not used at this time.

e Volume Offsets — allows users to make adjustments to system audio volumes for low, medium, high, emergency and
absolute page priorities.

e Phone Book — is a list of all dial codes and the corresponding endpoint’s IP address and channel. This is automatically
compiled by the VIP-102B and stored in each endpoint during an update. During certain conditions, such as endpoints being
removed from the system and IP addresses being reassigned, the phone book may require a user initiated delete and
rebuild.

e Audio Groups — allows users to define audio groups and their priorities in the system.
e Audio Group Membership — allows users to determine which channels will be included in the defined audio groups.

e CID Ringing — allows users to define ranges of caller ID reported telephone numbers that will automatically be routed to a
channel or group dial code. This only applies to calls ringing into trunk endpoints.

e Code Translation — allows users to translate from one dial code to another. For example, if 6 digit dial code lengths are
specified, but the user would like to use “700” for all call, “700” could be translated to the 6 digit all call dial code. Note that
number pattern conflicts are not allowed. For example, if 700 was utilized for all call, no 6 digit system dial code could begin
with 700.
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e Control Groups — allow users to combine relays from 1/O Units into groups so that they may be controlled simultaneously.
Dial Code Length

The Dial Code Length is the number of digits used by the system to identify an endpoint. The dial code length minimum is 1
digit and the maximum is 11 digits. The dial code length determines the minimum number of digits that must be dialed to enable
paging output at an endpoint. It also controls the maximum number of device endpoints that may be defined in the system. For
example, a 1-digit dial code length allows 10 possible endpoints, numbered 0 through 9. A 2-digit length allows 100 endpoints,
numbered 0 through 99.

= Dial Code Length ==

Please select the dial code length that should be used by
all devices in this spstem.

Note: Changing the dial code length may cause current
dial codes to become invalid. All invalid dial codes should
be modified and adjusted to the new length.
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Figure 70: Dial Code Length Dialog Box

The dial code length does not apply to SIP-based communication. See also “Code Translation” later in this section for
information on digit substitution

System Network Settings

System Network Settings defines the ports and multicast addresses used by the system. Valcom devices require several
unique addresses and ports for communication. The addresses and ports may be changed if there are conflicts with other
network services. If changes are made to the addresses and ports, then the same changes will need to be entered in the
Networks Dialog Box under the File menu. Otherwise, the VIP-102B tool will not be able to communicate with the updated
devices.

Changes made to these settings are updated to all of the devices being managed in the device tree view. Devices that are being
“ignored” will not be updated.

Clicking the Defaults button will fill in the Dialog Box fields with the factory default values for ports and addresses.

The new network settings are stored in the VIP-102B IP Solutions tool. The updates are delivered to the devices by using the
Update Changed Devices option in the Communications menu.
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Figure 71: System Network Settings

Global Scope Definitions

Not used at this time.
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Volume Offsets

The Volume Offsets Dialog Box sets the relative volume values for the five priority levels available in the system. The priority
levels are 10, 20, 30, 40 and 50. Every Audio Group in the system has one of these volume offsets associated with it. When a
group page is made, the volume level is determined from the volume offset for the priority of the group. See the section on
Audio Groups for more information.

The volume offsets are measured in decibels and range from -12 to +12, and are adjusted using the slider control for each
priority. After making changes, click the OK button to save the settings. Clicking Cancel will leave the settings unchanged. The
Defaults button will adjust the slider controls to the factory default position. The arrow button in the lower right corner will revert
the slider controls to the position they were set to when this Dialog Box was opened.

The new volume offset settings are stored in the VIP-102B IP Solutions tool. All of the devices should now be displayed in the
device tree view with the Blue icon, indicating “Update Required”. This indicates the changes must be sent to the device to
become effective. The updates are delivered to the devices by using the Update Changed Devices option in the Communications
menu.
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Figure 72:  Volume Offsets Dialog Box

Phone Book

The Phone Book Dialog Box shows all of the defined dial codes in the system for Valcom devices that have statically assigned
IP addresses. Channels for devices that use DHCP for addressing are not included. Typically, the phone book is generated
automatically by the VIP-102B IP Solutions Tool and delivered to each Valcom device when the device is updated. In general
use, the phone book will not need to be manually updated.

Phone Book entries do not apply to SIP-based communications.

New phone book entries may be created by filling in the Dial Code, IP Address, Channel and Device Type fields and clicking
the Add button.

The Update button is used to modify an existing entry. Click the phone book entry to be modified in the list, then change the
appropriate item (Dial Code, Channel, etc). Once the changes are made in the fields, click the Update button to make the
change in the list.

The Delete button will remove a single entry from the list and Delete All will remove all phone book entries.

The Rebuild button will cause the VIP-102B tool to read through the list of devices currently detected and rebuild the entire list.
All existing Phone Book entries will be removed before the list is rebuilt.
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=] Phone Book - { 45 entries listed ) (=3
Dial Code: IP Address: l Add i
Channel: 1 v | Device Type: | Page v I
[ Dial Code |P &ddress Channel Device Type - |
am 192.168.96.244 1 One-Way Speaker = ‘
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Figure 73: Phone Book Dialog Box

The new phone book entries are stored in the VIP-102B IP Solutions tool. All of the devices should now be displayed in the
device tree view with the Blue icon, indicating “Update Required”. This indicates the changes must be sent to the device to
become effective. The updates are delivered to the devices by using the Update Changed Devices option in the Communications
menu.

Audio Groups

The Audio Groups Dialog Box is where groupings of devices are created. Each group is assigned a unique dial code, allowing
multiple devices to be communicated with through a single phone number. Each group is also assigned one of five priority
levels. Pages made to a higher priority group will override a page made to a lower priority group. The priority can also be
assigned a Volume Offset (described previously in this section) to adjust volume levels by group membership. The Audio Groups
defined here are used for non-SIP communication using the Valcom protocol, except for the VIP-201 and VIP-204, which use
these groups for both SIP and non-SIP communications.

The Audio Group Membership Dialog Box (described later in this section) is used to add and remove the devices that are
members of the Audio Groups.

To create a new Audio Group, fill in the Dial Code text box with a unique number. The number of digits must equal the system’s
Dial Code Length. A priority level for this group may be chosen from the Priority dropdown list box. The levels, in order of
actual priority, are 0 through 99. In the Group Name field, type an optional description of the group (30 characters maximum).
The optional Alternate Multicast Address and Port fields may be used if desired. If used, this group will “listen” for generic
multicast audio on this address and port. If left blank, the device defined multicast settings will be used (defined in Local Network
Settings for each device). The Alternate Port field must be unique for each Alternate Group with a maximum of four (4) groups
that can be programmed.

NOTE: The RTP audio must be provided as G.711 plaw and 20ms packet size.
When the entries have been made, click the Add button to create the group. It should now be displayed in the list.

The Update button may be used to modify an existing group. Click an existing group in the list. The properties of the chosen
group will be copied to the text boxes, where the appropriate field(s) may be changed. Then click the Update button to submit
the changes. The new information will now be displayed for the chosen group in the list.

The Delete button will remove a single entry from the list and Delete All will remove all group entries.

The new Audio Groups are stored in the VIP-102B IP Solutions tool. All of the devices should now be displayed in the device
tree view with the Blue icon, indicating “Update Required”. This indicates the changes must be sent to the device to become
effective. The updates are delivered to the devices by using the Update Changed Devices option in the Communications menu.
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Figure 74: Audio Groups Dialog Box

Audio Group Membership

The Audio Group Membership Dialog Box is used to populate Audio Groups with the specific devices that should be members
of the group. All members of a group will receive communication simultaneously when the group’s dial code is accessed. Group
membership is flexible, allowing a single device to be a member of multiple groups. Groups to which members are added must
have been previously created using the Audio Groups function described previously.

To modify group membership, select the existing group from the Audio Group dropdown list. Any members currently in the
group will be displayed with a “checked” checkbox beside the device name in the device list. Members can be added to the
group by clicking the checkbox beside the device name, and members can be removed from the group by clearing the checkbox.
Clicking the All button will select the checkbox for all of the devices in the list; clicking the None button will clear the checkbox
for all of the devices in the list. Note that devices will be listed multiple times if the device has multiple channels. Each channel
on a device may be in multiple different groups and care should be taken to select the correct channel when adding a device to
a group.

When all of the group membership changes have been completed, click the Close button to exit this function.
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Figure 75: Audio Groups Membership Dialog Box

The updated Audio Groups are stored in the VIP-102B IP Solutions tool. All of the devices should now be displayed in the
device tree view with the Blue icon, indicating “Update Required”. This indicates the changes must be sent to the device to
become effective. The updates are delivered to the devices by using the Update Changed Devices option in the Communications
menu.
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CID Ringing

The CID Ringing Dialog Box is used to define ranges of numbers that will automatically be routed to a specific dial code in the
system. This only applies to endpoints, such as the VIP-821, that can answer an inbound call. The inbound call must supply
caller ID digits, which are compared to the entries in the CID Ringing list. If the caller ID matches an entry in the list, the call will
be automatically connected to the Destination dial code specified for the entry.

To create an entry, type in the inbound Caller ID range to monitor in the From Min and From Max text boxes. The entry should
be in the standard telephone number format of XXX-XXX-XXXX. In the Destination field, enter the dial code number to which
any numbers within the Min and Max range should be forwarded. Click the Add button to put the entry in the list.

The Update button may be used to modify an existing entry. Click an existing entry in the list. The properties of the chosen
entry will be copied to the text boxes, where the appropriate field(s) may be changed. Then click the Update button to submit
the changes. The new information will now be displayed for the chosen entry in the list.

The Delete button will remove a single entry from the list and Delete All will remove all entries.

Bco Ringing - { 2 entries listed ) (2]

From Min: 888-555-1300 Format for ranges = XXX-XXX-KXXX ] Add ‘

From Max: 888-555-1399 Destination: 21 gmewm———
;. Update

From Min From Max Destination |_E;iele ‘
800-555-1200 800-555-1233 804 S

888-555-1300 888-555-1399 821 Nﬁ
Delete &l

Close

Figure 76: CID Ringing Dialog Box

The updated CID Ringing list is stored in the VIP-102B IP Solutions tool. All of the devices should now be displayed in the
device tree view with the Blue icon, indicating “Update Required”. This indicates the changes must be sent to the device to
become effective. The updates are delivered to the devices by using the Update Changed Devices option in the Communications
menu.

Code Translation

The Code Translation Dialog Box provides a way to create a list of dial codes that are translated to other dial codes. This could
also be described as creating an alias or shortcut to a “real” dial code. A typical application for this capability is to create a short
dial code as a shortcut to a longer dial code. In the example shown below, the dial code “6” will be translated to “830”. Any calls
made to dial code 6 will be translated to 830, then processed by the system. The length of the dial code that will point to the
real destination must be less than or equal to the system dial code length. Any dial code that is used as an alias cannot be
used as a dial code for any other function. Furthermore, a dial code used in this function can restrict the numbers that can be
used for additional dial codes. In the example shown below, dial code 25 will be translated to the actual dial code 841. Dial
codes 251, 252, 253 through 259 cannot be used elsewhere in the system.

To create a Code Translation, enter the alias to be defined in the Dial Code field, enter the actual dial code in the Destination
field, then click the Add button. The new translation will be added to the list.

The Update button may be used to modify an existing entry. Click an existing entry in the list. The properties of the chosen
entry will be copied to the text boxes, where the Dial Code or Destination may be changed. Then click the Update button to
submit the changes. The new information will now be displayed for the chosen entry in the list.

The Delete button will remove a single entry from the list and Delete All will remove all entries.

The updated Code Translation list is stored in the VIP-102B IP Solutions tool. All of the devices should now be displayed in the
device tree view with the Blue icon, indicating “Update Required”. This indicates the changes must be sent to the device to
become effective. The updates are delivered to the devices by using the Update Changed Devices option in the Communications
menu.
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Figure 77: Code Translation Dialog Box

Code Translation does not apply to SIP-based communication.
Control Groups (VIP-848)

Control Groups are used with the VIP-848 to map (associate) a single dial code to one or more relays which may reside on one
or more VIP-848 relay devices. Each VIP-848 has 8 relays and 8 switches that can be programmed for network control. Each
relay’s default position (the position each is in when the VIP848 unit is powered-on), either open or closed, can be programmed
into each VIP-848 device. Each relay can be changed from its default position by associating the relay with a switch activation,
either open or closed, with that switch being located on either the same VIP-848 or a different VIP-848 on the network. Multiple
relays may be controlled by one switch by grouping the relays into Control Groups. A maximum of 80 relays may be included
in a single group.
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Figure 78. Control Groups Dialog Box

To define a Control Group, click the Add button. A new Dialog Box will be displayed to create the group and define which relays
are to be included in the group. (see next section)

To edit an existing group, click on the group in the list and then click Edit. A new Dialog Box will be displayed with the existing
group membership displayed. Modifications can be made and saved to the group.

The Delete button will remove a single entry from the list and Delete All will remove all entries.

The updated Control Group definitions are stored in the VIP-102B IP Solutions tool. All of the devices should now be displayed
in the device tree view with the Blue icon, indicating “Update Required”. This indicates the changes must be sent to the device
to become effective. The updates are delivered to the devices by using the Update Changed Devices option in the
Communications menu.

The Dialog Box shown next is displayed when the Add or Edit buttons are clicked on the main Control Group screen. To create
a new Control Group, enter the dial code to be assigned to this group in the Dial Code field and a description in the Name field.
The relays for all VIP-848 devices available in the system are displayed using a “Dial Code — ltem*“ format, where the Dial Code
is the dial code assigned to the VIP-848 and the Item is the number of the relay on that VIP-848. For example, “Code 836 —
Relay 3” refers to the third relay on the VIP-848 that has “836” as its assigned dial code.
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Figure 79: Add Control Group Dialog Box

The list box at the bottom of the screen displays the defined relays that are available to be added to the group. Click on the
desired Relay from the Non-Members (lower) list, then click the Up Arrow icon on the left of the list to move the selection to
the Members (upper) list. To remove a Relay from the group, click the desired item in the Members list, then click the Down
Arrow icon on the left of the Members list to move the selection to the Non-Members list.

Once all desired changes have been made, click the OK button to close the dialog and return to the Control Groups Dialog Box.

The Dialog Box below is displayed when the Pencil icon above the Members list is clicked. This Dialog Box allows a relay to be
defined in the “Dial Code — Item” format for use in a Control Group. This would be used when a relay needs to be defined and
programmed into a group before the actual VIP-848 device is installed on the network.

=] Add Item (=2
Dial Code: 830
Item Number: 2

j IL Lancel ]

Figure 80: Control Group Add Item Dialog Box

Conflicts Menu

The Conflicts Menu provides information on system conflicts that could impact proper operation. The VIP-102B IP Solutions
Setup Tool checks system data to determine if conflicts exist, and provides prompts to correct the errors. If conflicts are detected
following a system scan the VIP-102B informs users via a list showing the categories that have conflicts.

Conflicts are always reported following an initial system scan due to the fact that all endpoints default to the same IP address
and all channels default to the same dial code.

The View All Conflicts function displays a Dialog Box listing the types of conflicts (if any) that are in the system. If this list is
empty, then no conflicts currently exist.

Page 70



VIP-102B IP Solutions Setup Tool Reference Manual

= Conflich =

The following types of conflicts or dets errors were detected:

iFAddessCafley |
Auac Groups Dats
Disl Code Lengthe
Dist Code Cordicts

Mo Dose

Figure 81: View All Conflicts Dialog Box

Details of the conflicts that are shown may be viewed directly by clicking the conflict type, then clicking the View button. The
appropriate Dialog Box will open with specific information about the conflict.

Dial Code Lengths

The Dial Code Lengths conflict listing displays all of the configured dial codes that do not have the same number of digits as
specified in the system-wide Dial Code Length setting by category (different areas where a dial code is used) . The main system
dial code length is set in the System pulldown menu, using the Dial Code Length function.

For any devices that have a Dial Code of incorrect length, the list provides the dial code and where the data was found. On the
left the list of categories are places that use dial codes. You can select all or individual items flagged with a red X. Click Clear
button to blank out the dial code and remove the conflicts.

In a typical system, the dial code length will be the same for all devices and the conflicts noted in this list would be resolved by
reprogramming the devices in the list. However, some advanced implementations may require devices on the same network to
have different length dial codes. The conflicts reported in this list should be reviewed carefully. Conflicts that are not appropriate
for the system should be resolved.

{38 Dl Comm [arermn (S5

A aaten wawe etscsesl (et ar
Paeave ey e dear e vl ik

Figure 82: Dial Code Length Conflicts Dialog Box

Dial Code Conflicts

The Dial Code Conflicts listing displays all of the dial codes that are configured on more than one device. Dial codes are unique
identifiers and cannot be assigned to more than one device at any one time.

For any devices that have a conflict, the list provides the conflicting dial code and where the data was found. It will list the
conflicts for each category selected on the left. You can choose to select by category or by Dial codes to check the ones you
want to clear. Click Clear button to clear selected items.

All dial code conflicts must be resolved for the system to function correctly.

Page 71



VIP-102B IP Solutions Setup Tool Reference Manual

f | —_—y )
| (88 Dl Coae Conmicts g’!
|

he fobowing dlal codhe comfets howe Does et ted
Moann modily O s the Invalt dhat codos as aecrsaary,

9 Bowd Conspgimes Souct Dl Codes

Al Morw NSO MOV 0000 (HWRN0ES NG ORM [ Gowe

Figure 83: Dial Code Conflicts Dialog Box

IP Address Conflicts

The IP Address Conflicts listing displays devices for which the same IP address has been assigned. IP addresses must be
unique for each device on the same network.

In general use, the VIP-102B tool will detect an attempt to assign a duplicate address, and will prevent the duplicate from being
stored. However, the duplicate assignment could occur if one IP device was offline or otherwise unreachable and had its address

assigned to a different device.

For any devices that have a conflict, the list provides the conflicting address and the device name where the data was found. In
the example shown below, IP Address 192.168.96.240 is assigned to two devices.

=11P Address Conflicts (5|
The following IP Address conflicts have been detected:
Device IP Address
VIP-172L_2 192.168.96.242
VIP-824 192.168.96.240
VIP-824 192.168.96.240
[ o

Figure 84: IP Address Conflicts Dialog Box

All IP address conflicts must be resolved for the system to function correctly.

SIP Address Conflicts

The SIP Address Conflicts listing displays all of the phone numbers that are configured on more than one device. SIP phone
numbers are unique identifiers and cannot be assigned to more than one device at any one time. SIP phone numbers are
conflicting if both the phone number and server it registers to are the same. For example, a device with the phone number
“5555” that registers to “sipserver.com” does not conflict with phone number “5555” that registers to “othersipserver.com”.
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For any devices that have a conflict, the list provides the conflicting phone number and on which devices the data was found.
In the example shown below, the conflict is displayed because Identity 1, Identity 2 and Identity 3 are all configured with SIP
Phone Number “8015” and all identities are registering with a SIP Server at address 192.168.2.10.
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Figure 85: SIP Address Conflicts Dialog Box

All SIP address conflicts must be resolved for the system to function correctly.
Device Cleanup

The Device Cleanup function is used for maintenance on the programming of the Valcom server products, such as the
Application Server device. The devices shown in the Device Cleanup list are those devices that are programmed into the server,
but not discovered in the latest network scan. This tool would be used to remove devices from the server when the device is no
longer used so that its dial codes, group membership settings, and other features will no longer appear in the server's web

interface. Devices that are just temporarily unavailable should not be removed using this function, since that would then remove
all references to the device from the server.

To delete a device, click the check box beside the device name. Devices may be selected individually, or the All or None
buttons may be used to select all or deselect all devices, respectively. When all appropriate devices have been selected, click
the Delete button.
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Figure 86: Device Cleanup Dialog Box

The updated information is stored in the VIP-102B IP Solutions tool. All of the affected devices should now be displayed in the
device tree view with the Blue icon, indicating “Update Required”. This indicates the changes must be sent to the device to

become effective. The updates are delivered to the devices by using the Update Changed Devices option in the Communications
menu.

DEVICE PROPERTIES
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The Device Properties of Valcom IP devices define how each individual device will participate in network communications,
paging groups and other functions that work together to comprise a paging network. The properties are grouped together in the
Main Application Dialog Box through the use of tabbed Dialog Boxes. Each tab is named for the group of properties contained
on that tab.

All devices will have a Summary, Properties, Network and Time tab. Other tabs are displayed when appropriate for the device.
The chart below provides a cross-reference of the property tabs that are used with each type of device.

Property Tabs

Device Type
(example | & & g 5| § i 2| z 2| 2| B £ 4 8 5 g & = 2
moe) | 8 3 5| E| £ B 5 B E| E OE B 3 § = I 2 B i s B %
Digital Clock

X | X X X
(VIP-D640)
1/0 Unit

X | X X | X | X X X | X
(VIP-848)
Nortel Trunk

X | X X X X X
(VIP-892)
Fixed One-
Way
speaker | X | X | X | X | X | X X X X | X | X | X | X
(VIP-120A)
Talk-Back
Speaker X | X X | X | X | X X X | X X X X | X
(VIP-172AL)
Page

X[ X| X | X | X | X X X | X X X | X | X | X
(VIP-801A)
SIP Paging
Server X|X| X | X X X X X X | X
(VIP-201A)
Station

X | X X X X X
(VIP-811A)
Trunk

X | X X X X X | X
(VIP-821A)
Paging Amp

X|X| X | X X X X X X | X | X
(VIP-851)
Sign
Speakers XIX| X | X | X | X X X | x X X | X
(VL520)
Tie-Line

X | X X X X X
(VIP-854)
VEUTM X | X X X X
V-9972 X | X X X X | X X | X

Summary Tab

The Summary Tab is always shown for all endpoints discovered by the VIP-102B IP Solutions Setup Tool. The absence of other
endpoint tabs indicates that full communication with the related endpoint is not available. This may be due to several factors
including network communication issues and IP address conflicts. The Summary tab includes a text box with information on any
problems that prevent a full scan of the device (see example below). The color of the device icon shown in the device tree view
will also indicate the status.

NOTE: That Valcom IP Solution device endpoints default to an IP address of 192.168.6.200 for Gen 2 device and
192.168.6.203 for Gen 3 devices. Therefore, if two or more new (factory default) devices are installed simultaneously,
the device addresses will conflict and only the Summary Tab will be shown following initial system scans. After unique
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IP addresses are assigned to each endpoint and any other conflicts resolved, other programming tabs will be available
for each endpoint as appropriate.

The Summary Tab is a read-only* display of information, and may include some or all of the following items:

Summary  Properties Metwork Time  Talkback Channels Inputs  Felays  Group Membership  SIP

Name: | | 2 7

MAC Address: |DDLDD—5F—D1 D32C |
IP' Address: |15-2.1EB.1DD.5? |
Device Type: |Speaker Plus (TB) : Dual-Made |
Chaninels: |1 |
Scan Data Source: Device - | data is retrieved from the device ) e

Software Rev: [3.1946 |
Startup Rev: |5.D4 |
Platforn Rev: [G3-1 |
Time Control Rev: |1.D?.DD |

startup=5.04

Version Details:

Figure 87: Summary Tab Dialog Box

¢ Name —is the name configured on the Properties Tab for the device. If this device has not been configured, the default will
be the device’s MAC address.

) this icon drop down allows selection of secure or non-secure communication between the device and the VIP-102B
tool.

e Mac Number —is the factory-assigned Media Access Control number for the device. This is a unique number programmed
into the hardware and used for network communications.

e |P Address — is the network address configured on the Network Tab. This address can be assigned dynamically from a
DHCP server, or statically by entering the required information on the Network Tab.

e Device Type — displays the Valcom device class for this unit. The device types are shown in the chart on the previous
page.

e Channels — provides information on the number of communication channels available on the hardware of this device. A
Channel is a logical link between Valcom IP devices that enables paging communication among one or more devices.

e Scan Data Source — Drop down selection to choose to retrieve data from the device or use default values
e Software Rev —is the release version of the firmware currently loaded on the device.

e Startup Rev —is the release version of the startup files currently loaded on the device.

e Platform Rev — is the hardware version of the device (G2=2" Generation - G3=3" Generation)

e Time Control Rev — is the version of the Time Control module that retrieves the time from the NTP source
e Version Details — displays details regarding various software components

e Device Status —is a link to the Status web page for this device. Clicking the link will open the default browser to web page
showing selected performance and configuration information. (Typically Informacast enabled devices)

Troubleshoot — A troubleshoot button will appear on a device that is discovered but configurations cannot be retrieved. Clicking
on this button will take you through a Troubleshoot Wizard, offering methods to attempt to resolve issues. In this mode the
Summary tab is the only available tab. The device will show a red icon (discovered only) or a light grey icon (not discoverable).
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Troubleshooting steps will vary depending on the status of the device. . The following is a Summary tab from a device that is
in error status (red icon on the device).

Summary
Yane ol -
MAC Addess 00-DO-5F-02-58-5E
P Addmss 192 168.100.60
Device Type Trurk | Enhanced Netwok Tank (FXD) Pot
Crannss
Scan Data Source Dewvice - { datz is retneved from the device |
Scftware Rev 1151%
Santup Rav 504
Ratform Rev Gl

Trebleshoot ~—

Figure 88: Summary Tab Dialog Box with Troubleshoot Button

For devices that are in Status Unknown (light gray icon), the Summary tab will be the only tab displayed. However, there will be
different troubleshooting steps in the Troubleshoot Wizard to attempt to recover the device enough so the tool can retrieve the
devices configuration files. From there one can default them or fix entries that may have caused the device to fail to scan
normally. Alternatively you may go direct and right click on the device in the device tree and select Recover Device to go directly
in to the Recover mode.
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5 en
Trurk Noerw -
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Figure 89: Access Recover Device from Device Tree

Recover Device — there are two methods to recover a device. One where the device was already scanned in and now appears
a Status Unknown (light gray icon) or another where the device does not show up in the tool at all. If the device appears in the
tool you can right click (see above) and recover the device. If there are one or more devices that do not display after scanning
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in the tool, then from the Communications Menu you can select Recover Missing Devices (see details of the Recover Device

section under the Communications Menu section of this manual).

Deep Scan allows to use the Network Definitions to scan the network for devices. Use New to create or Edit to modify an

existing one.

Timeouts can be set for how long to try accessing each. Use the time out set in the tool or manually select a new timeout

here

Device Name Mac Address Expected (device) Type and last known IP (for single device recovery). For multiple devices
Device can be Manual, Mac Address can be “Any Mac” and Expected Type “Any Type”. Last known IP would be blank in

this case.

Figure 91:
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Figure 90: Recover Device Dialog Box

=l Recover Device

Recovery can be attempted on unknown or missing devices that are not
responding. S wioes might not support this feature. After recovery data is
abtained, irmware or data updates are often required to repair the devices.
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Recover Device Using Single Device Entry View Dialog Box
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responding. Some devices might not support this feature, After recovery data is
obtained, firmware or data updates are often required to repair the devices.
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Figure 92: Recover Device Using Multiple Device List View Dialog Box
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Options Tab

The Options Tab provides one or more selections that can be made to enable otherwise hidden tabs. The options are device
specific (see chart in previous section for which devices have the Options Tab) Check the appropriate options for the device and
click Apply. This will add the respective option as a tab in the Properties Tab section.

e Flasher — for devices that have flashers. This will add the Flashers tab for further configuration
e Syn-Apps - for devices that support a Syn-Apps paging system. This will add a Syn-Apps tab for additional configuration

e Polycom -- for devices that support Polycom multicast audio and page groups. This will add a Polycom tab for detailed
configuration

e Cistera — for devices that support a Cistera IP Paging system. This will add a Cistera tab for additional configuration

Summary Options  Properties Metwork Time  Channels Inputs  Relays  Group Membership  SIP

Options
select any optional features that are present
on this device and click 'Apply' to make changes.
[] Flasher
L] Syn-Apps
[] Polycom
[] Cistera

Copy & e

Figure 93: Options Tab Dialog Box

The Copy button on the Options Tab provides a convenient way to copy the optional features to other Valcom IP endpoints.
When clicked, the Dialog Box shown below is presented. The options to be copied may be selected from the checkboxes in the
upper Dialog Box. Valcom IP devices to which the chosen settings will be copied may be selected from the list in the lower
Dialog Box. The All or None buttons may be clicked to select all, or deselect all, of the devices, respectively. You can also filter
down to a specific device type and click the All or None buttons for that particular device type. Clicking Copy will then apply the
chosen settings to all of the devices selected.
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Figure 94: Copy from Device Options Dialog Box
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Properties Tab

The Properties Tab is always shown for all endpoints discovered by the VIP-102B IP Solutions Setup Tool. The items available
for programming on this tab may include depending on device:

Device Name — is a name assigned to this device to allow easy identification. The maximum length is 19 characters. The
name entered here will be displayed in the device tree view, grouped by the device type within each defined network. If
syslog messages are enabled, this name will also be used to identify messages sent by this device. This field may be left
blank, in which case the VIP-102B tool will use the device’s MAC address to identify the unit in the device tree view.

Log Level — sets the detail level of syslog messages. The options are 1, 2 or 3, with 1 providing a normal detail level and
3 providing the most detail. The defaultis 1.

Output Filter — List of frequency ranges to filter on for adjusting the output sound quality. This option will only be shown if
the device supports it.

Speaker Type — you can select 25 volt or 45 Ohm based on the speakers you plan to connect. This option is only shown
on this tab for the 12 port Talkback Gateway

Supervise Ground Faults — Select this to monitor for ground faults on the entire device. Additional settings can be made
by clicking the gear icon 7. You can specify an external dial code to trigger a relay on another VIP device for alarms,
strobes, etc. Also, a custom syslog message can be written to a syslog server. This option is only on this tab for the 12
port Talkback Gateway

Comments — is a free-form text field for entering any information desired to further clarify the device. Suggested uses
include listing the physical location of the unit, the LAN switch port it is connected to, VLAN information, etc.

Web Interface — This button opens a dialog box for enabling the web interface as well as setting session timeout and
password for the Web interface.
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Figure 95: Properties Tab and Web Interface Settings Dialog Boxes

The Copy button on the Properties Tab provides a convenient way to copy the Log Level, Time Settings and other applicable
settings to other Valcom IP endpoints. When clicked, the Dialog Box shown below is presented. The options to be copied may
be selected from the checkboxes in the upper Dialog Box. Valcom IP devices to which the chosen settings will be copied may
be selected from the list in the lower Dialog Box. The All or None buttons may be clicked to select all, or deselect all, of the
devices, respectively. You can also filter down to a specific device type and click the All or None buttons for that particular
device type. Clicking Copy will then apply the chosen settings to all of the devices selected.
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Figure 96: Device Properties

Network Tab

The Network Tab is always shown for all endpoints discovered by the VIP-102B IP Solutions Setup Tool. The items available
for programming on this tab include:

Host Name — is the name of this endpoint as used by the TCP/IP network protocol. The Host Name may be up to 63 alpha-
numeric characters. Device name (Properties Tab) is the name of the endpoint that will appear in the VIP-102B, Host Name
is the name of the endpoint that will appear on the network. These may, or may not, be the same.

Domain Name — is the TCP/IP domain name used by the network (253 characters maximum). This is typically the business
or organization name, such as “valcom.com”. This field may be left blank.

Use DHCP - instructs this device to attempt to automatically acquire its IP address and other network configuration
information using Dynamic Host Configuration Protocol (DHCP). If this option is used, the DHCP server must provide (at a
minimum) the IP address, subnet mask and default gateway. Some DHCP servers have the ability to reserve IP addresses
so that a specific device will always be assigned the same IP address. Valcom recommends using this feature, if available.
Leave this box unchecked if using a statically-assigned address.

Fallback — Configures the default settings to use if unable to obtain IP address information from DHCP server. This button
is only visible if DHCP is checked and device supports this feature.

Synch Device — will send IP address, subnet mask, gateway and DNS information to the device. This option is available
for devices that need Verification.

Static IP Address — is a standard Internet Protocol address to be used by this device, entered as four numbers in dot-
decimal notation (e.g.: 192.168.6.203). The address must be valid for the network segment where the device is located.
This entry is required if not using DHCP.

Subnet Mask — is a standard Internet Protocol mask number. Select the appropriate subnet the device will be connected
to. When used with the IP Address, this distinguishes local network addresses from remote addresses. This entry is
required if not using DHCP.

Gateway IP Address — is the IP address of the default gateway for the network segment this device is on. The entry must
be in dot-decimal notation and be a valid gateway (router) for this network segment. This entry is required if not using
DHCP, and the network consists of multiple subnets.

Preferred DNS Server, Alternate DNS Server — are entries for primary and secondary Domain Name System (DNS)
servers. The entry must be in dot-decimal notation (e.g.: 192.168.6.200). DNS information is only required if any address
entries use host names (e.g.: myserver.company.com). If dot-decimal entries are used for all IP addresses, then DNS
server information is not required. DNS server information may also be provided by DHCP, if that method is used for
address assignment.

SIP SDP NAT - is an entry for providing an external IP address for Network Address Translation. Allows for SIP to direct
the SIP server where to send data back when the SIP server is on the external network.
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e Continuous Beacon — instructs the Valcom device to send a “beacon” network message. Beacon messages are used by
Valcom devices to advertise themselves to other Valcom devices. This is used with Network Diagnostics to verify proper
network communications. If this is unchecked, the beacon messages will only be sent for the first few minutes after a reboot.

e SNMP Enabled — Allows for access basic management information. Click on the SNMP Option button to enter some values
that are available, in addition to other fields on the Network tab and built in that then can be access via an SNMP query.

Lowun, Zoyg 4]

Larcd Detoty

Figure 97. SNMP Options Dialog Box

Valcom devices support SNMP via the MIB-Il System Group OIDs (1.3.6.1.2.1.1) from RFC 1213. The
values may be obtained either through a “walk” or “get” command.

The following items are supported:

o sysDescr (1.3.6.1.2.1.1.1) is a combination of the Device Name (Properties tab), the MAC address and
the Software Revision (Summary tab).

o Example: "Name:Speaker, MAC:00:d0:5f:12:25:21, SW Ver:4.00.26"

o sysObjectID (1.3.6.1.2.1.1.2) is the Internet Assigned Numbers Authority (IANA) Private Enterprise
Number for Valcom "1.3.6.1.4.1.32546.1".

o sysUpTime (1.3.6.1.2.1.1.3) is the time, in hundredths of a second, since the device was booted.

o sysContact (1.3.6.1.2.1.1.4) is the Contact field from the SNMP Option dialog box from the Network tab.

o sysName (1.3.6.1.2.1.1.5) is the combination of the device Host Name and Domain Name from the
Network tab.

o sysLocation (1.3.6.1.2.1.1.6) is the Location field from the SNMP Options.

o sysServices (1.3.6.1.2.1.1.7) is a value indicating the network services offered by the device. The value
is set to “64”, indicating “applications”.

e Use Syslog Daemon — when checked, will instruct the device to generate syslog messages. The messages will be sent
to the device entered in the “Syslog Daemon” field.

e Syslog Daemon - is the location where syslog messages will be sent if “Use Syslog Daemon” is checked. The address
may be in dot-decimal notation or host name. If the entry uses a host name, then DNS Server information must be provided
through the static entries on this property tab, or by DHCP.

o Transport — select either UDP or TCP protocol.
o Port - select the port to use for Syslog. Default is 514.

Transport and port is shown if the device supports both protocols. Otherwise UDP is used.

Page 82



VIP-102B IP Solutions Setup Tool Reference Manual

Samvay Fogetes vt Tre  Cuevel  Growp Meederdhp 9P
Baway Mrowtes 'each  Tese  Oaves  Geagp Mertews NP

ot Nowe

el e
Dumwar: Haree

Cuarge: Naw'e

A - Tl T 3

¥ Aaseis 152 %8.100 3

Tabrwt Viawk PS80 1/M)

ey B Asyee 152 %2 100

Fraflennd DA Server 152 382 200 150

1

Metude DNS Serem 192 %8 100 4

SP S0P NAT SF S0P NAT

Commrnsonst Beacon %] Cirtraces Boscon 53

SHMP Enabled & SNMF Our SHUP Erabled & SN Cemrn
Lot Syslog Dwrsee [ Traruget. | 3CF Le Sysbog Desrmne %] Trarwort.  TCP
Swabyg Dlptwrnin 12168 100 1687 B '51: Sesg Doewwn 152 168 100 167 Port 4371

- P~ o N Coow feow Canced

Locw lemet Toen o ok K Corcel 1068 Nt - x

Figure 98: Network Tab Dialog Box (Static and DHCP)

The Fallback button if using DHCP allows configuring default values to use when DHCP does not respond within specified
timeout. Supply the specific IP address, Subnet Mask and Gateway to default to or click on the Use Active Values button to
use the current values of the device.

&l DHCP Fallback Settings .

DHCP Timeout { mm:ss ): 03 : 00

Static Fallback Settings after Timeout

Use Active Values
IP Address: | |
Subnet Mask: | |
Gateway |P Address: | |
QK Cancel Defaults

Figure 99: DHCP Falback Settings Dialog Box
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The Copy button on the Network Tab provides a convenient way to copy the Beacon, Syslog, Subnet Mask, Gateway and DNS
Server settings to other Valcom IP endpoints. When clicked, the Dialog Box shown below is presented. The options to be
copied may be selected from the checkboxes in the upper Dialog Box. Valcom IP devices to which the chosen settings will be
copied may be selected from the list in the lower Dialog Box. The All or None buttons may be clicked to select all, or deselect
all, of the devices, respectively. Clicking Copy will then apply the chosen settings to all of the devices selected.
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Figure 100: Copy Network Settings Dialog Box

Network Tab (VIP-848)

The Valcom VIP-848 Input/Output Device provides 8 Contact Closures Inputs and 8 Relay Outputs. The Relay Outputs may be
programmed to respond to Contact Closures from itself or other VIP-848 devices. The Relays may also be programmed to
follow the state of other Relays. The VIP-848 device is only controllable by itself or another VIP-848; it does not respond to
contact closures or relays from other Valcom devices, such as the VIP-801.

The VIP-848 includes additional fields on the Network Tab.

e Send Syslog to Terminal — if checked, will cause this device to output the syslog messages on the device’'s console
terminal (accessed via telnet).

e Send Syslog via Unicast — when checked, will instruct the device to generate syslog messages. The messages will be
sent to the single device address entered in the Unicast IP Address field.

e Send Syslog via Multicast — when checked, will instruct the device to generate syslog messages. The messages will be
sent using multicast protocol to the address and port entered in the Multicast Address and Multicast Port fields.

e Time To Live — provides the network TTL value for this device to use for multicast syslog messages.

e The Advanced button provides a Dialog Box for additional configuration options.
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Figure 101: Network Tab for VIP-848 Input/Output Device Dialog Box

The Advanced Network Settings provides additional methods to configure the network communications between VIP-848
devices.

e Multiple Control Method — specifies the communications method to Control Groups. When a Contact Closure is configured
to send a message to a Control Group, the message can be sent via a Unicast message to each individual VIP-848 device
specified in the group, a Broadcast message, a Multicast message, or a combination of Broadcast and Multicast messages.

e Send Multicast Arps and Send Broadcast Arps — control whether Address Resolution Protocol messages are sent via
one or both methods. Check the box to enable the method.

e Subnet Broadcast Addresses — provides the ability to add subnets to which the broadcasts will be directed. To add a
subnet to the list, enter the subnet broadcast address in the text field below the listbox, then click the Add button. To
remove an address from the list, click the address to highlight it, then click the Delete button.

Click the OK button when finished, or click the Cancel button to cancel this dialog without making changes.
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Figure 102: Advanced Network Settings for VIP-848 Input/Output Device Dialog Box

InformaCast Tab

The Informacast™ provides control over how InformaCast enabled devices register to an InformaCast server. By default, these
devices will automatically acquire an IP address (using DHCP) and connect to the InformaCast server when connected to the
network and powered up. Time synchronization is provided by the InformaCast server by default. If supported on the Valcom
device, the Time synchronization can be overridden using the Time Tab information or via DHCP supplied information. This is
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done by unchecking Set Time from InformaCast Server. You can also Configure SIP from InformaCast Server if the device
and the version of InformaCast you are running supports it. This option allows the Valcom device to use the InformaCast server
as the SIP registrar and it retrieves that configuration from the InformaCast server. Other information specific to your application
will need to be programmed into the InformaCast server. Refer to the InformaCast Server documentation for further information.

If a VIP device is purchased as InformaCast (-IC suffix on part number) it is enabled by default. You can turn off this functionality

by unchecking the InformaCast Enabled checkbox.
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Figure 103: InformaCast Tab Dialog Box
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Figure 104: InformaCast Using Configuration File Server Option Dialog Box
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Figure 105: InformaCast Using Registration Servers Option Dialog Box

Registering a Valcom InformaCast-capable speaker to an InformaCast server can be accomplished fully automatically using
network protocols (SLP), fully manually by entering the information directly into the Valcom device, or by using a combination of
automatic/manual methods. The InformaCast tab provides options for each of these methods.

RTP Timeout — Number of seconds to wait for RTP audio packets before abandoning the page.
Use SLP

The default method for registering a speaker is to use Service Location Protocol (SLP) to discover all of the information
necessary to register to the InformaCast server. With this method selected, the Valcom device will send an SLP request to
the network and the SLP server will respond with information to download the device’s configuration. The device will retrieve
the configuration and register with the InformaCast server. Generally, this service and all of the necessary information can
be programmed and enabled on the InformaCast server. Contact Singlewire® Technical Support for details on enabling
and configuring this

DNS SRV (Primary), SLP (Secondary)

This discovery method allows setting a DNS record to use for a DNS SRV look up on the network DNS server. Typically
the network domain name is used here. This will do an SRV lookup from DNS and if properly configured, DNS will return
server names or |IP addresses to which the device can retrieve its configuration. If DNS does not have properly
configured DNS SRV records or DNS is not accessible SLP will be used to discover devices

Configuration File Server

The Configuration File Server option provides two methods for specifying the location of the InformaCast Speaker
Configuration file, which contains the information needed for the Valcom device to register to the InformaCast server. Using
this option does not require having SLP configured on the network. These options provide the same information that would
be included in the SLP response.

o Server URL

This option allows a full path, formatted as a URL, to be manually assigned to the Valcom device. If you are using the
location typically found on an InformaCast server, the URL would be http://192.168.98.48:8081/InformaCast/resources,
where the IP address entered is the IP address of the InformaCast server.
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@)

TFTP Server IP
This option allows entry of an IP address of a TFTP server where the configuration file can be downloaded.

Registration Servers

Information entered in the Registration Servers section specifies full manual configuration of the Valcom device without
requiring SLP communication or downloading configuration files from any server. Up to 12 InformaCast servers may be
specified to accommodate the Resiliency feature of InformaCast. If using the Resiliency feature, the servers should be
entered here in the exact same order as the Resiliency configuration of the InformaCast servers. The + and X buttons are
used to Add or Remove server entries. The Up and Down arrow buttons can be used to rearrange the order of servers in
the list.

@)

Defaults

Registration Interval

This value defines how frequently the Valcom device must register to the InformaCast server. The value is in seconds,
with the default of 300 (5 minutes). This value must match the value defined on the InformaCast server.

Capture Keep Alive

This value defines the amount of time between Capture Keep Alive packets sent to the InformaCast server during
Intercom sessions (Talkback). The default is 2 seconds and must match the value defined on the InformaCast server.

Server / Port / Prefix

The Server, Port and Prefix columns in the table define the full URL which this Valcom device will use to register to the
InformaCast server. The Server entry should be the IP address of the InformaCast server. Enter the Port value which
the InformaCast server is listening on. The Prefix is the full path to the registration function. The standard InformaCast
default values are prefilled in the table and should only be changed if they have been changed on the InformaCast
server.

The Defaults button will reset all settings to the factory defaults.
View Active Settings

Clicking this button will display the currently active InformaCast servers known to this Valcom device. This button is only active
after the device has successfully connected using any of the methods available. The primary use of this function is to easily
copy the InformaCast configuration settings obtained over the network into the manual configuration. When the InformaCast
information is listed, the display includes a button to Save as Static Settings. Using this function will copy all of the server
information into the Registration Servers table on the main Dialog Box.

Registration Interval (secs):
Capture Keep Alve (sscs)

Server Port Prefix

152.168.98.48 2081 InformaCast/admin Zcmd=spkr
152.168.98.32 2081 InformaCast/admin Zcmd=spkr
152.168.160.10 2081 InformaCast/admin Zcmd=spkr

| Save As Static Settings |

Figure 106: Active InformaCast Settings Dialog Box
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= Active InformatCast Settings *

Registration Interval (secs):
R

Server Part Prrefix

152.168.58.48 2081 InformaCast/admin Zcmd=spkr
152.168.58.32 2081 InformaCast/admin Zcmd=spkr
152.168.160.10 2081 InformaCast/admin Zcmd=spkr

The values shown here will be saved as static settings instead
of being obtained dynamically in the future. Do you want to
continue?

| Save As Static Settings | Close

Figure 107: InformaCast Save As Static Settings Dialog Box

Copy

The Copy button provides a quick and easy way to copy all of the settings and values from this Valcom device to other Valcom
InformaCast-enabled devices. The function provides a dialog box to select which of the settings to copy and which Valcom
devices will receive the settings. This is an easy way to quickly assign manual configuration entries to multiple devices.

Time Tab

Allows configuration of Network Time Protocol (NTP) for a device to acquire current time. This is primarily for clocks but also
used for a device’s log files, and syslog entries.

JHCF Cnby
Static Only
DHCP First

e NTP Selection Order — If using DHCP, this drop down static First__ aliows for override and/or fail over. DHCP Only will
use only NTP servers acquired from DHCP, Static Only will override DHCP and use static entries provided, DHCP First
will use NTP servers from DHCP and if they fail, then use static entries provided, and finally Static First will use the static
entries provided and if they fail will use the ones acquired from DHCP.

e Static NTP Servers — is the location of up to 3 servers providing Network Time Protocol (NTP). This may be entered as a
host name or IP address in dot-decimal format. If specified by host name, then DNS information must also be provided
(see above). If entered, the server(s) will be used to obtain time information for this endpoint.

e NTP Rate — the interval in hours, minutes and seconds the device should request time from an NTP server.
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e Error Rate — the interval in hours, minutes, and seconds the device should request time from an NTP server if requests are
failing. Typically a shorter interval is set here to allow for networking issues to clear up that may be preventing the device
from acquiring the time so the time can correct as soon as possible.

e Adjustment Method - 2 different methods to allow time zone offset to be configured.
1. Manual -
Hours Offset from UTC — Drop down selection of common time zones

Additional Minutes Offset — Drop down selection range from +59 seconds to -59 seconds (for time zones that may
have an off hour offset or if there is a need to have a clock be ahead or behind the actual time but less than what the
hours offset can provide.

Provide DST Correction — determines whether Daylight Savings Time is taken in to account for the selected Time
Zone. Check for On and uncheck for Off.

2. POSIX String -- is a string that is used that contains all the information required to identify the time zone, specify when
to switch DST on and off, and specify the offset from Coordinated Universal Time (UTC). For example for Eastern Time
Zone, the POSIX String would be ESTSEDT,M3.2.0/02:00,M11.1.0/02:00. This string can manually entered or selected
from the Lookup Zone drop down, which lists all of the time zones that is known by the local PC. Simply select the time
zone and the POSIX string will be filled in automatically. = Refreshes POSIX string to original if it was modified.

o Defaults — Sets all values back to original settings of no Time Server, 1 hour NTP rate, 30 second Error Rate, Manual
Adjustment Method, Eastern Time Zone, 0 Additional Minutes Offset and Perform DST Correction checked.

Summary Properties MNetwork Time

NTP Selection Order: DHCP Only w

Static NTP Servers:

NTP Rate { hh:mm:ss ): ob : 00 : 30 EmorRate: | B0 :© 00 : 15

Adjustment Method: () Manual (@) POSIX String

Time Zone POSIX: |ESTEEDT.MBQ.D;’DZDD.MH.1.I}ID2:DI} | 5
Lookup Fone: w

Use 24 Hour Format: 1

Defaults Copy ¥ b4

Figure 108: Time Tab Dialog Box

Time Tab (VL520) Sigh Speaker)
For the VL520 Sign Speaker there are additional configurations that can be made on how to display the time.

e Clock Display Color — Display the time in Red, Green or White by selecting it from the dropdown.
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e Clock Style and Format — Select from drop to display All Styles or filter the choices to Standard or Military.
e Visual Format Choices — Check the checkbox next to the format the clock should display.
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Figure 109: Time Tab (VL520) Additional Fields

The Copy button on the Time tab provides a convenient way to copy the Time Server settings and Zone Adjustment settings to
other Valcom IP endpoints. When clicked, the Dialog Box shown below is presented. The options to be copied may be selected

from the checkboxes in the upper Dialog Box. Valcom IP devices to which the chosen settings will be copied may be selected
from the list in the lower Dialog Box. The All or None buttons may be clicked to select all, or deselect all, of the devices,
respectively. Clicking Copy will then apply the chosen settings to all of the devices selected.

= Copy Tame Settmge 3
Copy Foo

7 Time Server Settngy

ot
FECEFFFALCN
Tore
Copy Ta

Device Neva NAL Address Tipe Fesd »

| FFFFFFOISCFE FFFFQSCHE Soesuer Pus DWW
U] FRFFFR2AEF8A FEEFFE2AER 2 Sobe
O FEIBEDCA ¥ SIP Pagrg Server
] FF410220 F Digtsl Cock
] Fr-FF67496E4F FRSFST 49465 Page-Amo
(] FEFFFF4AFETOR FEFFFFAFETDR UTM Rauter
U FRFFFFS2001C FEEFFEA2000C Xmeo

] 6CE2 F IF Senst Gatorwayy

FFFF-SAF00 Soeske Pus FOW)

L FRirFegapet Son Dsplay
] FREFFFEEEL-0 Areicg Clock
[ FEFFFFIR0DESE 10 L
U] FEEEFEN 0080 Tabback Gateway
O Page

165 Enevency Tewer -
4 Dewces N Nore Coy Close

Figure 110: Copy Time Settings Dialog Box
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Threat Level Tab

The Threat Level Tab is only available on devices that support a Threat Level Indicator light (Red/Yellow/Green) such as the
VL520 Sign/Speaker. It is also available on a standalone Threat Level Indicator Device.
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Figure 111: Threat Level Tab Dialog Boxes

This tab consists of three sub-tabs that indicate color coded threat levels. They are Green, Yellow and Red tabs.
Each tab allows for a description, and a checkbox for having the LED blink rather than be solid when activated. Also a minimum
and maximum priority range (should not overlap ranges on any levels). Clearing Group and Activation Groups are created via
the Audio Group function from the System->Audio Group menu item. The Clearing Group should not conflict with any selected
Activation Groups. A warning will occur if a conflict exists.
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Talkback Tab

The Talkback Tab is only available when programming Valcom IP devices that have talkback capability, such as the VIP-172AL.
The items available for programming on this tab include:

e Threshold —is a relative setting that determines the level of audio required to switch the speaker in the Valcom talkback
device between receive and transmit mode. A lower value for Threshold causes the device to produce audio when a lower
inbound volume level is detected; higher numbers cause the device to require a higher inbound volume level (louder) before
producing audio. If the device does not produce audio output when a normal voice level is spoken to it from an inbound
call, then lower this value. If the device switches between transmit/receive too frequently (clipping), then raise this value.

e Hold Time and Transmit Delay — are unit-less values that are used in the logic controlling the transmit/receive switching
function. The factory default values should work efficiently in most environments. Performance may be adversely affected
if these are changed. Please consult with Valcom Technical Support for guidance in adjusting these values.

e The Defaults button may be used to reset all of the items on this tab to the factory default settings.

Summary Options Propeties Metwork Time  Talkback Chanmels Inputs  Relays  Group Membership  SIP

Hold Time: 10 ~

Threshold : (1 - 32767) 1500

Transmit Delay: 10 e
Copy (=

Figure 112: Talkback Tab Dialog Box

The Copy button on the Talkback Tab provides a convenient way to copy the talkback settings to other Valcom IP endpoints.
When clicked, the Dialog Box shown below is presented. The Talkback Settings option is preselected in the upper Dialog Box.
Valcom IP devices to which the chosen settings will be copied may be selected from the list in the lower Dialog Box. The All or
None buttons may be clicked to select all, or deselect all, of the devices, respectively. Clicking Copy will then apply the Talkback
Settings to all of the devices selected.
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Figure 113: Copy Talkback Settings Dialog Box
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System Tab

The System Tab is only available on the Valcom Universal Page Interface.

The items available for programming on this tab include:

Page Input — Analog input method. Can be FXS Loop Start or FXO. (Read-only controlled by DIP switch SW6 with
OFF being FXO and ON being FXS)

Page Output — Analog output method. Can be One-Way Page Out or Talkback Page Out (Read-only controlled by
DIP switch SW1 with OFF being One-Way Page Out and ON being Talkback Page Out)

Music Volume — Volume level for Music (Read-only controlled by volume knob on front of device — range ~ 0-2)

Pre-AnnounceTone Volume — Volume level for Page Alert Tone (Read-only controlled by volume knob on from of
device — range ~ 0-2)

Paging Mode — Select between Analog and Valcom. This is only selectable if the Gateway option is licensed.

o Analog - Basic input from FXS, FXO, or SIP to the Analog One-Way Page output or Talkback Output.
Outbound only from this device

o Valcom — Acts as a gateway between FXS,FXO or SIP to Valcom IP devices for paging or intercom inbound
or outbound from this device

Absolute Timeout — The maximum number of seconds before the device will hang up the page. This is only
configurable if DIP switch SW4 and 5 are ON. Allowable range is 0-3600. Setting of 0 disables this timeout.

Silence Timeout — The number of seconds that no audio is heard before the device will hang up the page. This is only
configurable if DIP switch SW2 and 3 are ON. Allowable range is 0-600. Setting of O disables this timeout.

Phone Admin Passcode — Can be from 0-10 digits (leave empty to disable) for gaining access to DTMF programming.
Page Security Code — Can be 0-10 digits (leave empty to disable)

Page Volume - Selectable volume of Low, Medium, or High for analog output of this device

Pre-Announce Tone — Check to play tone over speakers at the start of a page. Uncheck to disable.

Use Custom Pre-Announce Sound - If checked allows loading a custom page tone. An Upload Device Files dialog
box will display when selecting the Upload File button. (See Upload Device Files under the Communications menu
option)

TB Page Output Wait for Caller ID — If checked, and using the Talkback Page Out for incoming calls, (eg. calling in
from a talkback speaker on a V-ACS connected to a V-9972) this will allow waiting for the caller id information if needed,
otherwise it will answer immediately.

TB Page Output Minimum Onhook Duration (ms) — if using Talkback Page Out for incoming calls, the number of
milliseconds to stay onhook before answering another call. This makes sure the analog controller has cleared out the
last call.

TB Page Output/Valcom Inbound Call Routing — determines where the incoming call on the Talkback Page Out is
routed. Choices are SIP only, FXO Page Input Only (back to the FXS port on a PBX) or SIP first and if it fails, call on
the FXO Page Input back to the PBX’s FXS port.

Paging Method - Live or Store and Play. If Live is chosen, no further options are available. If Store and Play is chosen
then there are several other options are available.

Page Replay Control — This is the number of times to repeat the page (0-5) when using Store and Play.
Inter-Page Timing — number of seconds between repeats (1-10) when using Store and Play.

FXS/FXO Channel Priority — The priority of the page that comes from either the FXS or FXO input. Selectable options
are Low, Medium, and High. Page Group priority 20, 35, and 50 respectively. (SIP tab Channel Priority determines IP
priority with same options)

Pre-Announce Tone — If checked will play a preannounce tone on the output before paging begins.

Collect DTMF — This is only available if DIP switch SW 1 is ON. This is used when connecting to a multi-zone controller
from the Talkback Page Out connection. This setting determines the number of digits to be passed to the multi-zone
controller in order to pick a zone. If this is checked, you are given 2 more settings.

o Dial Code Length — How many digits to collect

o Delay After DTMF — The number of seconds to wait after the last DTMF is entered
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Click Apply button when all settings when done. Clicking Default button will revert back to factory settings.

Summary Properties Metwork Time  System  Channels Group Membership  SIP

Page Input: |FXO | Music Volume:
Page Qutput: |Ta||-:back Page Out | Pre-Announce Tone Volume:
Paging Mode: Analog w
Absolute Timeout (secs): |ﬂ' |
Silence Timeout {secs): |ﬂ' |
Phone Admin Passcode: |9‘572 |
Page Securty Code: | |
Page Volume: Low w
Pre-Announce Tane: Custom Pre-Announce: []

TB Page Output Wait for Caller |D:

TB Page Output Minimum Onhook

Duration {ms ): | 1500

TB Page Output / Valcom Inbound »
Call Routing: gl

Paging Method: Store and Play w
Page Replay Control: 0 w
Inter-Page Timing (secs): 1 e
FX5 / FXO Channel Priorty: Medium e
Collect DTMF: ]

Defaults w Apply 3 Cancel

Figure 114: System Tab Dialog Box
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Channels Tab

The Channels Tab provides programming options related to audio communications for Valcom devices. Channels refer to the
method of communication among Valcom IP devices using a proprietary protocol. Depending on the device being programmed,
the Channels Tab may have more than one page. Each page may be displayed using the slider control at the bottom of the
screen. For multi-channel devices, each channel will be programmed separately on this tab. NOTE: All of the possible
programming items are shown in this document, although every item may not be applicable to every Valcom IP device. When
programming a device, only the items that are applicable for that device type will be shown on the tab.

The items available for programming on this tab include:

e Channel Mode - this option only appears for Speaker Plus-Dual Mode devices. You can configure these for Talkback or
One Way functionality. An Update and Rescan is required after making the switch to show appropriate tabs and fields for
the mode selected.

e Dial Code — defines the unique number that is assigned to this device. A Dial Code may be thought of as a phone number
or directory number, and is the number that will be “dialed” from other devices to establish contact with this device. Dial
codes must be numeric and must be the length specified in the “Dial Code Length” option on the System Menu.

e Description — provides a text field for information describing this channel (30 character maximum)

e Auto Destination —is a Dial Code for another Valcom IP device in this system to which this device will automatically attempt
to connect. When an event occurs that causes this IP endpoint device to send audio, this device will automatically connect
(dial) the Dial Code entered in this field and send the audio to that device.

e Sec Auto Destination — is a Dial Code for another Valcom IP device to which this device will automatically attempt to
connect in the event the primary Auto Destination code is not reachable. If the primary Auto Destination endpoint returns a
Busy signal or does not answer, the Call Fwd Busy or the Call Fwd No Answer setting would be used to redirect to another
dial code.

NOTE: Auto destination fields for Gen2 (G2 platform) speakers will appear on the Channels tab. On Gen3 (G3
platform) they are combined with the SIP auto destination fields on the Input tab.

e CID Name —is the text that will be provided by this endpoint device as the Caller ID information for an outbound connection
to other endpoints. Endpoints with Caller ID display capability will be able to display this information. The field has a
maximum size of 15 alphanumeric characters.

e CID Number —is the telephone number that will appear on endpoint devices with Caller ID capability. This field has a 10
digit maximum length.

e Codec Type — is the compression/decompression standard to be used for communication. G.711 is currently the only
standard supported for audio.

e Call Fwd Busy — instructs the device to forward an inbound connection to the Dial Code entered in this field if this channel
is in use. The Dial Code entered must meet the dial code length requirement for the system and be assigned to a valid
Valcom IP device. If left blank, inbound connections to this channel will receive a busy tone if the channel is already in use.
This option does not apply to Talkback devices.

e Call Fwd No Answer — instructs the device to forward an inbound connection to the Dial Code entered in this field if this
channel is not answered. The period to wait for an answer before forwarding is specified in the Rings dropdown box. The
Dial Code entered must meet the dial code length requirement for the system and be assigned to a valid Valcom IP device.
If left blank, inbound connections will ring until answered or abandoned by the caller. This option does not apply to Speakers
or (VIP-80x) Network Audio Ports.

e No Fwd Ring Timeout — Number of rings to occur before abandoning a call. 1-20 rings or none for indefinite. Default is 5.
This option is currently available on station devices.

e Auto DTMF —on VIP-82x and V-9972/VRCPA devices only. Allows specifying an extension for these devices to call via the
analog connection through an FXS port on a PBX or other page controller. If left blank, these devices will go “off hook” only
and will require either PBX programming to handle destination of call or dial tone is provided to caller to dial an extension,
zone or “room” number on a page controller

e Audio Input Volume — specifies the gain applied to the input signal on the Audio Input connection. The value is set using
the slider control, and ranges from -48 to +28 decibels (db). A negative value will reduce the volume level of the input; a
positive value will increase the volume level.

e Audio Output Volume — specifies the gain applied to the output signal on the Audio Output connection. The value is set
using the slider control, and ranges from -48 to +28 decibels (db). A negative value will reduce the volume level of the
output; a positive value will increase the volume level.
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Page Output Volume -- specifies the gain applied to the output signal on the Page Output connection on Emergency
Towers. The value is set using the slider control, and ranges from -48 to +28 decibels (db). A negative value will reduce
the volume level of the output; a positive value will increase the volume level.

Use VOX Activation — (Appears only on VIP-80x devices) instructs this device to use Voice Operated Switching (VOX) to
control when sound is transmitted over a communication channel. To use this option, an audio source must be connected
to the Audio Input connection of the device. When an audio signal appears on the Audio Input connection, this device will
automatically connect to the device programmed in the Auto Destination field (see above). The communication channel to
the Auto Destination device will remain active as long as the audio signal continues on the input connection. When the
audio signal stops, the communication channel is closed. When this option is not selected (unchecked), audio signals on
the Audio Input connector will not trigger a connection. If not using VOX, audio input can be controlled using the Audio
Input Contact Closure. (see Input tab for controlling audio input contact closure)

Aux Input Enabled — When checked allows an audio source to be connected to the aux input of the device. Typically used
for background music. Audio passes through the same device to its audio output and will mute when a page is received.
This is disabled by default.

Pre-Announce Tone — instructs the device to provide a short tone immediately before the audio stream, typically used to
alert listeners that an announcement is starting.

Privacy Tone — is a periodic tone that is played through a talkback speaker when the speaker is active. This tone provides
an indication that the audio path is open from that device, and therefore any sounds could be picked up and transmitted to
another station.

Ringback Alert Tone — is a tone played on a talkback speaker to indicate a call has been initiated from the speaker.

Incomplete Call Message —is an audio recording that is played by a talkback speaker when a call initiated from the speaker
cannot be completed to the programmed destination number. Customer-supplied audio files may be uploaded to the device
for this message using the Upload Device Files option on the Communications menu.

Auto Answer — Used on the Valcom Interactive Console to answer a call to the panel hands-free.

Disable Internal Speaker — Used on the Valcom Interactive Console to turn off the internal speaker from playing messages.

In the example shown below, the device has one channel which has been assigned Dial Code 803. If this channel is busy when
an inbound connection is attempted by another endpoint, the inbound connection will be forwarded to dial code 802. Audio
Input and Output Volume levels have been set to +8, indicating a gain of 8 decibels will be applied to both the audio input and
output connections. A pre-announce tone will be played immediately before a page is played, and a privacy tone will be used
on talkback speaker endpoints.
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Summary Properties MNetwork Time  Talkback Channels |mputs Relays  Group Membership  SIP

1

Dial Code: [77 |
Description: | Solar Tower |
CID Number: [778 |
CID Name: |Solar Tower |
Codec Type: G711 ~
Call Fwd Busy:
Audio Input Volume: ' -12
Audio Output Volume: ' -6
Page Output Volume: ' -6
Pre-Announce Tane: [0  Ringback Alett Tone:
Privacy Tone: Incomplete Call Message:

Group Membership Sample Page Copy (¥4 b4

Figure 115: Channels Tab Dialog Box

On supported devices there is an additional selection to Supervise Speaker Wiring
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This selection allows monitoring of the speaker wiring for faults and can be further configured (click on the gear icon ITI).
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The external dial of another device that would trigger its relay if a fault is detected, writing a syslog message to a syslog server
and how often it should repeat this in days, hours, minutes or seconds as long as the condition still exists.

e Group Membership — Clicking on this button brings up a dialog box to select one or more groups this device can
belong to. If more than one channel is being programmed, each can have different groups selected.
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Figure 116: Group Membership Dialog Box

Sample Page - Clicking this button bring up a dialog box similar to the Send Sample Page function under the
communications menu. However this is done directly to this device. It will send the page control start and stop
directly and multicast the audio or you can check the Unicast Audio to send the audio directly to the device.

St Poge -

Figure 117: Sample Page Dialog Box

Channels Tab (VIP-854)

The VIP-854 (Tie-Line) unit is an IP device which has two FXS ports (emulate Central Office) and two FXO ports (emulate
telephone). The VIP-854 is typically used in pairs to connect two telephone systems over an IP network connection. When an
FXS port on one unit detects an off-hook at its input, then the associated FXO port on a pre-determined destination unit is
commanded to go off-hook to whatever it is connected to (a PBX possibly). This session ends when the FXS port detects an

on-hook at its input.

The Channels Tab defines the connection from one VIP-854 to another VIP-854. Channels 1 and 2 correspond to the two FXS

ports; channels 3 and 4 correspond to the two FXO ports.

The items available for programming on this tab include:

In the example below, when Channel 1 detects the off-hook event, it will automatically connect to another VIP-854 that has dial
code 844 assigned to its channel 3 or 4. Dial code 844 will go off-hook and send the resulting audio back over the network to

Dial Code, Description and Codec Type are programmed as described on the previous Channels Tab pages.

Auto Destination — is the Channel 3 or Channel 4 (FXO) Dial Code specified on another VIP-854 device in this system.
When this Channel (1 or 2) detects an Off-Hook event, it causes the specified Channel 3 or Channel 4 (FXO) Dial Code on
the other VIP-854 device to go Off-Hook. This field is only available when programming Channels 1 or 2.

this device.
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Inputs Tab
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Figure 118: Channels Tab for VIP-854 Device Dialog Box

The Inputs Tab provides programming options for the contact closure inputs on Valcom devices. The contact closure inputs can
be used to control the audio input connections, for external supervision, or can be disabled. This tab is only available for devices
which have contact closure inputs, such as the VIP-801. Depending on the device model, 1, 2 or 4 input connections are
available. The VIP-848 1/O Device is specifically designed to provide multiple inputs and relays (8 each), and is described
separately in this document.

The Inputs Tab has a separate page for each input. Each page may be selected using the slider control at the bottom of the

page.

Input Function

This selection determines what the input contact closure controls. Selecting Not Active will disable monitoring of the contact
closure; opening or closing the contacts will have no effect. The Audio and Supervision options are described separately below.

Audio On / Audio Off:

When the Input Function selection is Audio On / Audio Off, the contact closure will control the line level audio input on the
device for the input selected (1 through 4).

be sent.

Channel Mapping — selection determines to which channel the audio stream from the line level input connection will
In a typical installation, the channel where the audio is sent will have an Auto Destination setting that
determines where the audio is played.

Activate On — selection determines the state of the input contact closure which will trigger the Input Function. The
options are Closed or Open. For “Closed”, the contact closure would normally be open and the Input Function would
be triggered by closing the contacts. The opposite would apply to “Open”. When set to “Open”, the contact closure
would normally be closed and the Input Function would be triggered by opening the contact.

For the example shown below, assume Channel 1 has an Auto Destination programmed to dial code 777. Assume also
that a line level audio source is connected to the first audio input connection and a toggle switch is connected to the first
contact closure on this device. When the toggle switch is moved to the “closed” position, the audio signal on the audio input
line will be sent to Channel 1. Since Channel 1 has an Auto Destination set to 777, this device will automatically connect
to the device at 777 and send the audio stream to that device. The audio will continue to be sent to 777 until the toggle
switch on this device is moved back to the “open” position.

Summary Options Properies  MNetwork  Time C}Swnels Inputs  Relays  Group Membership  SIP

1 2 3 4

Input Function: Audio On / Audio Off
Channel Mapping: 1

Activate On: Closed

Figure 119: Inputs Tab Using Audio On /Audio Off Function Dialog Box
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External Supervision:

When the Input Function selection is External Supervision, the contact closure on this device can control a relay on another
Valcom IP device. When the contact closure on this device is activated (closed), the relay on the second Valcom device is
activated (closed).

e Channel Mapping — selection determines to which channel the supervision will be sent. The Channel Mapping must
match the Input number being programmed (see the example below).

e Destination Dial Code — determines the remote Valcom IP device that will be controlled by this device. The dial code
entered must be the same length as the System Dial Code used in this paging system, and be a valid IP endpoint. The
destination endpoint device must have a relay programmed to use “Follow Input” and that relay’s Channel Mapping
setting must match the Channel Mapping setting on this page. Also see the section on Relays later in this manual.

e Syslog Message — provides a 40 character maximum text message that will be sent to a syslog server when this Input
Function is activated. Syslog messaging requires a valid syslog server be defined on the Network Tab for this device.

For the example shown below, assume there is a remote Valcom IP device programmed for dial code 836, which has a
relay that is programmed to Follow Input on Channel 1. Assume also that a valid syslog server has been configured on this
device, and a toggle switch is connected to the first contact closure on this device. When the toggle switch is moved to the
“closed” position, the relay on the device at dial code 836 will be signaled to close. At the same time, a syslog message
containing “Contact Closure Activated on 543" will be sent to the configured syslog server. The relay on 836 will continue
to be held closed as long as the toggle switch is kept closed. When the toggle switch is moved back to the “open” position,
the relay at 836 will be instructed to open.
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Figure 120: Inputs Tab Using External Supervision Function Dialog Box

Inputs Tab (Talkback Speakers/Gateways)

The Inputs Tab for a talkback speaker or gateway provides programming options for one or more contact closure (Call
Button) input on a speaker faceplate or separate wall plate call button. The contact closure inputs can only be used as Call
Buttons or can be disabled. These options are only available for devices utilizing Talkback speakers. e.g. VIP-172L,
Emergency Tower.

Configuration option provides a dropdown list of choices for the type and number of call buttons for the device. Available
are Unknown (usually not selected. Only shows if value is undetermined from a scan), Normal Input (1 button),
Normal/Emergency (2 buttons), Normal/Emergency/Volume (4 buttons), Two Normal Inputs, Three Normal Inputs,
and Four Normal Inputs. In addition, the Talkback Gateway (12-port) allows for Supervise Input Wiring which will trigger
an alarm on the gateway if there is a short or break in the wiring for the Input Contact Closure. Additional settings can be

made by clicking the gear icon and setting an external dial code of another device so its relay can be used to trigger an
alarm, strobe, etc.
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Figure 121: Supervision Settings Dialog Box
The Input Function option provides a dropdown list of choices for the action taken when the Call Button switch on the
doorplate speaker assembly is pushed.

e Not Active — disables monitoring of the contact closure; pushing the Call Button on the doorplate speaker assembly
will have no effect.
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Call Switch — enables the Call Button to function as a call switch. Pushing the button will initiate a call from the
doorplate speaker to a dial code programmed into the Auto Destination field of the Channels Tab or to the Auto
Destination field on the SIP Tab. If the Auto Destination fields on both tabs have entries, the Channels Tab Auto
Destination field will take priority and the inbound call will be sent to that dial code. To force the SIP Auto Destination
field to be used, the Channels Auto Destination field must be blank.

Call Switch — 904 — enables the Call Button to function as a call switch in conjunction with a VIP-904 device. The VIP-
904 creates an interface between the VIP-172L and a Valcom Multipath traditional analog paging system.

Push to Page — provides a means of paging to other speakers from a single talkback speaker. For example, you could
set up two VIP-172L devices for Push to Page input. Both have to belong to an audio group, and you would use the
Auto Destination field on both to that audio group. When one device call button is pressed (and held) you can “intercom”
to the other device. Call ends when call button is released. Other device would answer the same way.

Lockdown Confirmation — Provides a means for a Call Button to be pressed send special notification to a Valcom
server acknowledging a Lockdown was received that can then visually identify that area is in fact in lockdown.

NOTE: For Gen 3 speakers the auto destination fields for non-SIP and SIP both primary and secondary appear on this
tab rather than the channel tab and SIP tab.
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Figure 122: Inputs Tab For Gen 3 Devices Dialog Box

Input Channel: 1 w El

Figure 123: Additional field on Input Tab for 12 port Talkback Gateways

The Input channel field allows the selection of each of the 12 ports to configure. All options on the Input tab are on a per channel

basis.

Inputs (VIP-848)

The Inputs Tab for the VIP-848 provides configuration settings for each of the 8 available Contact Closure Inputs. Use the slider
bar at the bottom of the page to display each Input’s configuration page.

Name — is a text field for entering a descriptive name for this input (maximum of 30 characters).

Priority — is a choice of Low, Medium or High. The priority assigned to this input is inherited by the relays this input controls.
In the case of conflicting commands from other inputs, the input with the higher priority level will succeed.

Activate On — provides the choices of Open, Closed or Disabled. Open indicates the relays controlled by this Input will be
activated (commanded to Non-Default state, either Open or Closed) when this input is opened (not shorted). Closed
indicates the relays controlled by this Input will be activated when this input is closed (shorted). Disabled indicates this input
is ignored and will have no effect.
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e Control Item — is an individual Relay on this or another VIP-848 device, or a Control Group that will be activated by this
Input. The dropdown box will list all of the VIP-848 relays and Control Groups known to the system. When the “Activate
On” condition is met, the Control Item chosen will be sent the command to change from its default state to its activated
state. Groups are defined in the Control Groups option on the System menu. The Pencil icon with this list box may be used
to add items that are not already in the list. To add a new item, click the Pencil icon then enter the Dial Code and Relay
Number (1-8) to be defined.

e Resend Interval — defines the time period between resend messages from this unit to the Control Iltem. When the Input is
activated, it will resend its control message, at the specified intervals, to the Control Item.

e Resend Checking — defines the time period (up to 18 hours) for the amount of time the Control Item will wait to check if
control messages are still being received. If control messages are not received in this time frame, the controlled relay will
return to its default state. For this to be effective, the Resend Interval must be a shorter amount of time than the Resend
Checking interval.

e Group Handshaking — when enabled, if the Control Item is a group, this requires each VIP-848 device specified in the
Control Group, to respond with a Handshake message back to the sending VIP-848 device. If Handshake replies are not
received from all VIP-848 devices specified in the Control Group, the Control message is resent to only the non-responding
VIP-848 devices. After several resends are made, if there are still any non-responding VIP-848 devices, no further resends

are made.
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Figure 124: Inputs Tab for VIP-848 Device Dialog Box
Relays Tab

The Relays Tab provides programming options for the relay connections on Valcom devices. The relays can be used to control
various external devices, such as electronic door locks. A relay on a Page device may also be used in a supervisory mode to
indicate if other Valcom IP devices have become unavailable. Depending on the device model, relays may be Normally Open
or Normally Closed, and have either 2 or 4 relays available. Activating a relay refers to causing it to change from the default
state (either open or closed) to the opposite state. Activation of the relays may be triggered by several events, described below.
This tab is only available for devices which have relay connections, such as the VIP-801. The chart at the bottom of the page
indicates which relay functions are available with selected device types.

The VIP-848 Input/Output Device is specifically designed to provide multiple inputs and relays (8 each), and is described
separately in this document.

The Relays Tab has a separate page for each relay connection. Select the relay to be programmed by using the slider control
at the bottom of the page.

e Relay Function — determines what event causes the relay to activate. There are four options. Each option is described
separately below

1. Not Active

2. Activate On Call
3. Follow DTMF
4

Follow Input
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5. Device Supervision
6. Wiring Supervision (on certain devices)
7. Activate During Ring (on Station devices)
e Channel Mapping — associates the Relay Function to the chosen audio channel (also see the Channels Tab).

Summary Options Properties Metwork Time  Channels Inputs  Pelays  Group Membership  SIP

1 2 5 4
Relay Function: Activate on Call ~
Channel Mapping: 3 ~

w Apply 3 Cancel
Figure 125: Relay Tab Dialog Box

Not Active:
This selection turns of relay functionality.
Activate on Call:

When the Relay Function selection is Activate on Call, the relay will be activated during the entire time an inbound call (page)
is active. When the inbound connection is ended, the relay will deactivate.

The Channel Mapping will determine which Valcom proprietary audio channel (see Channels Tab) will be monitored for activity.

In the example shown below, Relay 1 is being programmed. The function of the relay will be to Activate on Call. Channel
Mapping is set to “3”, so inbound connections on Channel 3 will be monitored. When another Valcom IP device “calls” Channel
3 by dialing the Dial Code programmed on Channel 3, then Relay 1 will close. Relay 1 will remain closed while the inbound
connection is active.

Follow DTMF:

When the Relay Function selection is Follow DTMF, the relay will be activated by pressing the “#” or “*” key. The relay will
remain activated until the # or * key is released. The # or * key may be pressed and released multiple times if necessary.

The Channel Mapping will determine which Valcom proprietary audio channel (see Channels Tab) will be monitored for the key
press activity.

In the example shown below, Relay 1 is being programmed. The function of the relay will be to Follow DTMF. Channel Mapping
is set to “3”, so connections on Channel 3 will be monitored. When another Valcom IP device “calls” Channel 3 by dialing the
Dial Code programmed on Channel 3, then the communication channel will be monitored for DTMF signals. If a # DTMF tone
is detected, Relay 1 will close. Relay 1 will remain closed for the duration of the time the # or * key is pressed.

For Talkback speakers there are different options for Follow DTMF.

e Door Unlock Activation Time (secs) -- defines the amount of time in seconds that the relay in the Valcom device will
stay activated when triggered by another endpoint device. In typical use, the internal relay on the Valcom device could
be connected to an electronic door lock mechanism. When a two-way voice connection from this device to another
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device is established, the other device can trigger the relay to activate by pressing the # or * key, which causes the
door to unlock. This setting is valid for both SIP and non-SIP devices.

e SIP Activation Key -- allows for a 0-9, *, or # selectable keypress for SIP communications only
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Figure 126: Relay Tab for Talkback Speakers Dialog Box

Follow Input:

When the Relay Function selection is Follow Input, the relay will be activated by a contact closure on this device or a different
device on the network. The input (contact closure) to be followed is programmed on the Inputs Tab. The Inputs Tab has a
Destination Dial Code field that must match the Dial Code of the channel selected on this screen.

The Channel Mapping will determine which Valcom proprietary channel (see Channels Tab) will be monitored for activity.

In the first screen shown below (Device A), Relay 2 is being programmed to Follow Input. Channel Mapping is set to “4”, so
connections using the Dial Code programmed for Channel 4 will be monitored. For this example, Channel 4 is programmed with
dial code 836.

The second screen (Device B) shows the programming for Input 4 on another Valcom IP device. It is programmed for External
Supervision of the device using Dial Code 836.

When the Contact Closure Input 4 on Device B is closed, Device B will send a signal to Device A on channel 4, instructing Device
A to activate Relay 2. When the Contact Closure on Device B is opened, a signal will be sent to Device A to deactivate Relay
2.

Surmary Oppons  Propeties Network Time  Chanels bputs  Fele Guowo Merbenty 599

1 é 1 4

Ralay Function Follow nput

Channal Mapping 4

Example Dialog Box - Device A
The example below shows the details from the Inputs Tab of the device that is controlling Relay 2 shown above.
Sunmary Ogtons  Propeties  Network Time  Channels houts Relns  Growp Mesbeanp  5IP
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Sysiog Message

Example Dialog Box - Device B

Device Supervision:

Valcom Page device types, such as the VIP-801, have the ability to monitor other Valcom devices. When the Relay Function
selection is Supervise, the Valcom device will monitor the availability of other Valcom IP devices on the network. When a device
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is acting as the Supervisor, the relay being programmed will be closed when the device is started. This is the reverse of the
normally open state for relays.

This Valcom device will periodically send messages to each of the devices chosen to be supervised. If a response is not received
from the remote device, this device will open the relay. The relay will also go to the open state if power is interrupted to this unit.
This relay state change can then be used with external signaling devices to generate an alert. This device will continue to send
messages to the remote devices, and if the remote begins to respond again the relay will return to the closed state.

In the example below, Relay 1 is being programmed to Supervise other devices. The devices to be monitored will be selected
from the device list by checking the box beside the device name. The IP addresses of the devices are also shown for reference.

The All or None buttons may be clicked to select all, or deselect all, of the devices, respectively. Additionally, a device that is
not currently shown in the list may be added by typing the IP address of the device into the text field and clicking the Add IP
button.

Failure Threshold allows the number of times a device is non-responsive before actually activating relay (2-10).
Startup Notification Delay number of seconds to delay notification on startup

Summary Options Properties MNetwork Time  Channels Inputs  Relays  Group Membership  SIP

1 2
Relay Function: Device Supenvision ~
Failure Threshold: 2 ~ Startup Notification Delay {secs): I:I
Device IP Address
[] FF-FF-FF-11-2B-68 192.168.100.107
[ FF-FF-FF-1B-53-DB 192.168.100.106
[] FF-FF-FF-38-62-D3 192.168.100.103
[] FF-FF-FF-43-42-97 192.168.100.105
[ FF-FF-FF-77-53-FE 192.168.100.102
[ FFFF-FF-SE-D3-03 192.168.100.66
[ FF-FF-FF-A3-F0-08 192.168.100.101
[ FF-FF-FF-AS-E4-4F 192.168.100.65
[] FF-FF-FFC1-29-E3 192.168.100.104
[ FFFF-FFCS-A3-99 192.168.100.100
Al None Add P

Figure 127: Relays Tab Using Device Supervision Dialog Box

Wiring Supervision:
When the Relay Function selection is Wiring Supervision, the relay will be activated if a break is
Active During Ring:

When the Relay Function selection is Active During Ring, the relay will be activated when an inbound connection is made to
the device on the chosen channel. The activation will continue while the device is “ringing” and will end when the call is
answered or if the caller abandons the attempt. The activation follows the standard ring cadence of 2 seconds on, 4 seconds
off.

The Channel Mapping will determine which Valcom proprietary audio channel (see Channels Tab) will be monitored for the
connection.

In the example shown below, Relay 1 is being programmed. The function of the relay will be Active During Ring. Channel
Mapping is set to “3”, so connections on Channel 3 will be monitored. When another Valcom IP device “calls” Channel 3 by
dialing the Dial Code programmed on Channel 3, the inbound communication attempt will cause Relay 1 to be closed. Relay 1
will remain closed for the duration of the ring cadence. The time the relay is activated is the same as the “ringing” of the
destination telephone. A practical use of this feature is to activate an indicator light to match the ringing of a telephone.
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Relays (VIP-848)

The Relays Tab for the VIP-848 provides configuration settings for each of the 8 available relays. Use the slider bar at the
bottom of the Dialog Box to display each Relay’s configuration page. VIP-848 relays are only controllable by other VIP-848
devices or Valcom Application Servers.
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Figure 128: Relays Tab for VIP-848 Dialog Box

Name —is a text field for entering a descriptive name for this input (maximum of 30 characters).

Default State —is a choice of Open, Closed, Open / Disabled and Closed / Disabled. “Open” and “Closed” have the expected
operation of being normally Open or normally Closed, and the state transitions to the opposite state when activated. “Open /
Disabled” and “Closed / Disabled” indicate the normal state of the relay will be Open or Closed, respectively, but also will not
respond to control messages from other VIP-848 devices. The relay will respond to control messages from Valcom Application
Servers. In either of the two “Disabled” options, the relay will remain in its default state continuously, unless activated by an
Application Server.

Follow Relay — provides the choice of following, or mirroring, the action of a individual Relay on this or another VIP-848 device.
The dropdown box will list all of the VIP-848 relays known to the system. When the chosen relay (to follow) is activated (Open
or Closed), then when this relay (follower) next checks (at specified regular intervals) the Open/Closed state of the followed
relay, it will change its state to that of the followed relay. See the description below on Monitor Interval for status check
information. Whenever a relay is specified to follow the state of another relay, it is not directly controllable by a Contact Closure
Input. Choose the “Off” setting to allow this relay to be controlled by a Contact Closure Input directly. The Pencil icon with this
list box may be used to add items that are not already in the list. To add a new item, click the Pencil icon then enter the Dial
Code and Relay Number (1-8) to be defined.

Monitor Interval — defines the amount of time between status checks from the relay being programmed and any relay it is set
to follow. For a relay that is programmed to Follow another relay, a status check will be sent to the relay being followed to see
if the state has changed. The status check message will be sent at intervals corresponding to the Monitor Interval setting. The
smallest interval allowed is 250 msec; the longest interval is 24 hours. Longer interval times will reduce the responsiveness of
the relay, as changes in the state of the Followed relay may not be detected for the period of time set by the Monitor Interval.
Shorter interval times will cause an increase in network traffic due to more frequent status checks.
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Sign Tab (VL520/VL550/VL580)

Secondary Text Color — This controls the text color on date/time clock displays as well as the Countdown with Time display.
Clock will always be the clock color from the Time Tab. The other line will be the Secondary text color.

Fixed Brightness — Set the brightness level anywhere from 1-12 (12 brightest)

Use Light Sensor — Allows control of the light sensor brightness and sensitivity

Max Brightness (1-12) default 12
Min Brightness (1-12) default 3
Sensor High (1-3000) default 48
Sensor Low (1-3000)  default 4
Enable Eco Mode if checked enables LEDs to turn off when low light is sensed
o Minutes (0-30) number of minutes to wait before turning off LEDs after low light is sensed
Timed Brightness — to alter brightness based on time of day

o Adjust Timings-
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Figure 129: Timed Brightness Dialog Box

From 12:00AM — 11:00PM each hour can be scheduled for brightness. 0 is off, 12 is maximum.
Can select All Max to set all to max all the time or set specific (1-12) brightness levels, or All Off.
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Figure 130: Sign Tab Dialog Box

ngs that are configurable if using Informacast and device is a sign.

B InformaCast Sign Settings

Default Sign Font: Medium w

Defautt Sign Color: Red w

Use Priorty Based Colors

InformaCast High Priority: 50 w

oK Cancel Defaults

Figure 131: Informacast Sign Settings Dialog Box

e Default Sign Font — Medium or large

e Default Sign Color — Red, Green, or White

e Use Priority Based Colors —

Countdown

Check to use color based on Priority (1-50)

This button allows configuration of parameters used by a 4-button switch to control Countdown function of the sign.

Time settings are in hh:mm:ss format.

e Countdown Start Time — the default time the timer will countdown from

e Countdown Increment — the amount of increase the minutes go up or down when setting the countdown time
using the 4-button switch

e Countdown Minimu

m — the minimum time to be able to set the countdown time to using the 4-button switch

¢ Countdown Warning — the time to set for a warning before time is up. The display will change color when
the timer reaches this threshold

e Countdown Buzz Zero - if checked the sign will make an audible sound when time expires
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e Countdown Go Negative — if checked allows the clock to go negative (overtime)
e Countdown Max Negative — the maximum time the clock will go negative before stopping

e Priority -- Priority this countdown has (default is 35) If a text message with a higher priority comes the
countdown timer will be overridden
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Figure 132: Countdown Timer Dialog Box

LED Control Tab (VIP-851)

Allows setting the LED control to monitor speaker line faults for 25V and/or line level out. It will activate the Supervised Fault
LED on the front of the device.

e Speaker Faults — select from drop down to Ignore (LED is off during faults), Track (LED is on during faults), or Historical
(LED stays on after faults)

e Line Out Faults — select from drop down to Ignore (LED is off during faults), Track (LED is on during faults), or Historical
(LED stays on after faults)

Soweay Optors - Poosses Naweh Tiwe  Travcew routs Rl LEDConded Grug Mesbedo 59
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Figure 133: LED Control Tab Dialog Box

Flashers Tab

Sign Displays w/speakers or w/o speakers that have a flashing light to indicate an audio page and/or text message are
enabled/disabled here along with the priority level (0-99) that determines whether the flasher is will be activated.

e Flash based on individual group settings — check to activate flash based on per group basis rather than priority level
e Flash when audio pages are active — check to enable this feature

o Audio Priority Level — select the priority level to activate flasher (0-99)
e Flash when text pages are active — check to enable this feature

o Text Priority Level — select the priority level to activate flasher (0-99)
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e Always Flash — if either feature is not selected will select both
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Figure 134: Flashers Tab Dialog Box
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Figure 135: Flashers Tab Using Global Flasher Groups Dialog Box

Page 112



VIP-102B IP Solutions Setup Tool Reference Manual

Faeshers on all configured devsces will octivate dunng peges to these grougn

AN Nore oK Cancel
Figure 136: Global FlasherGroups Selection Dialog Box

If Flash based on Individual group settings is checked, the priority level options become unavailable. Select Global Flasher
Groups to assign group(s) for this flasher. These can be created from the Audio Groups menu under the System Menu.

Syn-Apps Tab

Provides configuration for Syn-Apps compatible Valcom endpoints. If endpoints are configured for DHCP they can get their
server IP address(es) from DHCP. If DHCP does not provide an options for Syn-Apps servers, then Use Static Servers
should be checked and from 1-4 IP addresses can be entered. If not using DHCP, then you must enter at least one Server IP
address. The default control port can be change here as well.

Summary Options Propeties Metwok Time  Channels Inputs  Relays Syn-Apps  Group Membership  SIP

o Cor ot
Server IP Addresses
192.168.98.30
Defaults Copy v %€

Figure 137: Syn-Apps Tab Dialog Box

Polycom Tab

Allows configuration of a Valcom endpoint to listen to multicast audio from the Paging function of Polycom phones. There are
25 possible groups within the Paging function of Polycom phones. Select which groups the Valcom endpoint should belong to.
The All button will select every group and the None button will deselect every group.  The default Multicast address of
224.0.1.116 and port 5001 is Polycom’s default. If you use non-defaults then change them here. The Defaults button allows
you to set the Multicast address and port back to Polycom default values.
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Summary Options Propeties  Network Time  Talkback Channels Inputs Relays Polycom  Group Membership  SIP

Settings %

Multicast Address: |24.D.‘I.1 16 |

Defaults

Multicast Port: |51]'D'I |

Palycom Groups

Channel: |1 ~ Al None

01 - Polycom Group 1
02 - Polycom Group 2
03 - Polycom Group 3
- Polycom Group 4
- Polycom Group 5
- Polycom Group &
- Polycom Group 7
8 - Polycom Group 8
5 - Polycom Group S
0 - Polycom Group 10
1 - Polycom Group 11
2
3

- Polycom Group 12
3 - Polycom Group 12
- Polycom Group 14
- Polycom Group 15
- Polycom Group 16
- Polycom Group 17
- Polycom Group 18
- Polycom Group 15
- Polycom Group 20
- Polycom Group 21
- Polycom Group 22
- Polycom Group 23
- Polycom Group 24
- Polycom Group 25
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Figure 138: Polycom Tab Dialog Box

Cistera Tab

Provides configuration for Cistera compatible Valcom endpoints.
e Server Address -- IP address of the Cistera server

e Volume Level — volume control for the endpoint. (0-100)

Summary Options Propetties Metwors Time  Channels Relays Cste@  Group Membership  SIP

Server Address: |

Volume Level: ' +50

Gy | ey || K Cance

Figure 139: Device Properties
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Group Membership Tab

The Group Membership Tab provides programming options for group membership of the channels on this device. Audio Groups
are defined using the Audio Group function on the System pulldown menu. The Audio Group Membership function, on the
System pulldown menu, also may be used to modify group membership.

By associating a device channel with an Audio Group, multiple Valcom IP devices may be contacted at one time. When the Dial
Code assigned to an Audio Group is paged, all devices belonging to the group will receive the transmission.

To assign group membership on this screen, choose the Channel to be assigned from the dropdown list. Then choose the
groups the Channel should be a member of by clicking the check box beside the device name in the list. If there are no groups
listed, the Audio Groups function on the System menu must be used to first create the group.

Clicking the All or None buttons will check, or uncheck, all of the groups in the list, respectively.

For Enhanced Network Trunk devices, an additional field for Set Auto DTMF and Clear Auto DTMF are available. This field
provides a method to have the IP device automatically send a DTMF sequence to the device attached to the device’s FXO port.
This can be used to cause the attached device, for example a PBX or Valcom page controller, to perform some pre-determined
action.

The Clear All Channels button will remove this device from all of the groups for all of the channels. This is a convenient way
to remove every channel of the device from all groups. If this button is clicked, a Dialog Box will prompt for confirmation before
clearing the group membership. The Cancel button will not undo this action.

The Cancel button may be used to undo changes to the Group Membership settings, but only while still on the same Channel.
Selecting a different Channel, or moving the focus to a different Tab or Device, will cause the settings to be saved in the VIP-
102B IP Solutions Setup Tool database.

Figure 140: Group Membership Tab Dialog Box

SIP Tab

The SIP Tab is shown for all endpoints that support communications using Session Initiation Protocol. Depending on the device
being programmed, the SIP Tab may have multiple pages corresponding to the number of SIP identities supported by the device.
Each page may be selected using the slider control at the bottom of the screen. Each channel will be programmed separately
on this tab. All of the possible programming items are shown in this document, although every item may not be applicable to
every Valcom IP device. When programming a device, only the items that are applicable for that device type will be shown on
the tab. The items available for programming on this tab include:

e Transport — allows selection of the transport protocol to be used for SIP communications. Selections are what the VIP
device will accept inbound and which transport protocol to originate outbound. Accept: UDP, Originate: UDP is the default.
Other selections, to allow for either TCP or UDP to be accepted and originate with UDP, and allow for TCP or UDP to be
accepted and originate UDP. See Term Definitions section for explanation of TCP and UDP.

e Phone Number — defines the unique number that is assigned to this device. The SIP Phone Number, or directory number,
is the number this device will respond to for inbound connections. Phone Numbers can contain letters, numbers, period (.)
or dash (-). Phone Numbers are not restricted to the length specified in the “Dial Code Length” option on the System Menu.
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Description — is a text description of this SIP identity (30 characters maximum). This field is used with the Valcom Cisco
Paging Server to build a paging directory displayed on Cisco phones.

Authentication Name — is the identification used to register with a SIP server or Proxy. This can also be referred to as a
username for the SIP server.

Secret — is the password used with the Authentication Name when registering with a SIP server.
Realm - is the security domain in which the Authentication Name and Secret are defined.

SIP Servers — is the registrar server(s) to which this endpoint device will attempt to register. You can have at least one
primary and up to 3 backup servers. These entries may be an IP address, or, if DNS is properly configured on the Network
Tab, server names. The Register checkbox must be selected (checked) to enable the registration to occur. The DNS SRV
can be checked if you are using DNS to provide a list of SIP servers that can be registered to.

Busy Message — Respond back to SIP server with a different SIP response as needed for your application (default if nothing
is selected is SIP 486 Busy Here).

Call Fwd Busy (302) — Typically used on SIP trunks to override a standard SIP message 486 Busy Here. This field allows
entering an extension which will direct the device to send a SIP message “302 Move Temporarily” back to the SIP server
to attempt a SIP INVITE to this different SIP extension

Input Volume/Output Volume — Controls volume level of the audio coming in from SIP and/or going out to SIP

Outbound Proxy — is the device to which SIP communications should be directed to be “proxied”, or forwarded, to the next
segment of the network. This entry may be an IP address, or, if DNS is properly configured on the Network Tab, a server
name and is different from the SIP server entry.

Outbound Port —is the IP port number used for communicating to the Outbound Proxy (see above).
Keep Alive Timer (secs) — Interval in seconds that SIP registration is sent to a SIP server (default 3600 seconds).

Options Timer (secs) — Interval in seconds that a SIP Options message is sent to the SIP server. (default 0 which is
disabled)

SIP Server Port and SIP Port — are the IP port numbers to be used for SIP communications. The default values of 5060
are well-known standard ports. The SIP Server Port value is the port on the SIP server that listens for SIP communication;
the SIP Port value is the port on the Valcom IP device that responds to SIP.

RTP Port — is the IP port number used for Real Time Protocol communication. RTP is the protocol used for
sending/receiving audio over the network. This entry should be an even number to conform to industry best practices.

Active Strobe Group — VIP-99x Strobe only. The defined group that is created as an audio group, to activate multiple
strobe simultaneously.

Send Night Ring Audio — VIP-99x Strobe only. Check this if night ring is sent to the strobe group for speakers that are
also members of this group as an audio group. This allows for strobe with night ring notifications.

Idle Timeout (secs) — is configurable from 0 — 60 by a multiple of 10. If audio packets are no longer received after the set
number of seconds the device will terminate the call. 0 is the default which disables the timeout.

Max Call Timer (secs) — is configurable from 0-600 by a multiple of 15. The device will terminate the call when the timer
reaches the number of seconds configured regardless of the call in progress. 0 is the default which disables the timeout.
(typically used when calls are not hung up properly)

Auto Destination —is a Phone Number to a SIP-based device to which this device will automatically connect. When an
event occurs that causes this IP endpoint device to send audio, this device will automatically connect (dial) the Phone
Number entered in this field and send the audio to that device. This is used primarily with devices that have a pushbutton
to originate a call, such as the VIP-172L. When the button is pushed, the device will automatically connect, or “ring down”,
to the Auto Destination number.

NOTE: Some devices have auto destination field on the Input tab for both SIP and non-SIP use. It is recommended to
use the SIP auto destination fields if you are utilizing SIP and leave the Channel (or non-SIP) auto destination field
blank. Some devices have a pre-announce tone here rather than the channel tab

CID Number — is the telephone number that will appear on endpoint devices with Caller ID capability. This field has a 10
digit maximum length.

CID Name —is the text that will be provided by this endpoint device as the Caller ID information for an outbound connection
to other endpoints. Endpoints with Caller ID display capability will be able to display this information. The field has a
maximum size of 15 alphanumeric characters.

Defaults — this will clear out settings back to default for this tab
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e  Status — Will bring up a pop up box showing status of SIP Registration

e Copy — Allows copying settings from this tab to another SIP tab of same or other devices with SIP tabs.
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Figure 141. SIP Tab Dialog Box

NOTE: Any SIP endpoint can be configured as a SIP Trunk (even if it does not have a SIP trunk option). Typically you
would not check the “Register” option on the Valcom gateway’s SIP form as registration is not usually required for SIP
trunks. Registration, by properly completing the SIP form of the Valcom Gateway, is more likely required if the Valcom
gateway is initiating audio (talkback).

NOTE: A route must be built in the phone systems for each extension defined for calling to the Valcom
endpoint/gateway as well as an inbound route coming from a Valcom endpoint/gateway that is talkback, to a specific
extension or hunt group.

NOTE: Universal Page Interface (V-9972) Has Channel Priority (Low, Medium and High) for controlling priority between
SIP calls and Valcom calls. Also a Max Calls field (1-4) (if licensed for Enhanced SIP) for how many calls each extension
can have up to 4 total.

SIP Tab (VIP-201, VIP-204)

The Valcom VIP-201 and VIP-204 devices have additional SIP functionality. The device can be programmed as either SIP
Stations or a SIP Trunk. Each SIP Identity can be made a member of one or more groups, with each member of those groups
receiving the audio when the SIP Identity is called.

SIP Mode — Station

This allows each of the eight SIP identities to be configured as a distinct SIP endpoint. Each identity may be individually
programmed to register with a SIP server, perform Night Ring, etc.

e Night Ring —is a setting that will cause the SIP identity to generate an audio signal (ringing) on all of the Valcom IP devices
that are part of the same group. To use this feature, create an Audio Group with members consisting of the devices where
the ring tone should be heard and include this SIP identity in the group. When this SIP identity’s Phone Number is called,
a ringing tone will be generated at all of the group members.
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e Pre-Announce Tone — instructs the device to provide a short tone immediately before the audio stream, typically used to
alert listeners that an announcement is starting.

e Store and Play and Play Count — instructs this device to record the page audio internally before sending the audio to the
destination. When using this feature, up to 30 seconds of audio made to this SIP identity will be recorded internally. When
the call is disconnected, the device will send the page audio to the assigned group(s). The Play Count setting allows the
page to be repeated up to 4 times. Note that up to 4 SIP identities may be designated as Store and Play on a single device.
Pressing any key on the paging phone’s keypad during Store and Play recording will abort that recording.

e Static Audio Groups —is the selection of groups that this SIP identity is a member of. The groups are defined in the Audio
Groups function under the System Menu. The All or None buttons may be used to select all, or none, of the groups,
respectively.

Summary Options Properies  Network Time  Channels  Relays  Polycom  Group Membership  SIF

Transport: Accept: TCP + UDP, Originate: TCP ~ SIP Mode: | Station ~
1 & 3 4 5 6 7 8
Phone Number: |4El21 |
Description: | |
Authentication Name: |Vadvanced1 |
Secret: 123456 |
Realm: | |
SIP Servers: Server Port
b Primary 192.168.98.70 5060
Register: Backup 1 5060
DNSSRV: [ Backup 2 5060
Backup 3 5060
Busy Message: w

Call Fwd Busy {302 ): | |

Input Velume: ' 0 Output Volume: ' 0

Outbound Proxy: | Outbound Port: |5060 |

Keep Mlive Timer (secs): |35DD Options Timer (secs): |D |

SIP Port: |5DED Idle Timeout {secs): |D V|
RTP Port: |2[':'DDD Max Call Timer {secs): |D V|
Might Ring: U]
Pre-Announce Tone: Store and Play: O 1
Audio Groups: 7675300
Al
None
Defaults Status Copy [ b4

Figure 142: SIP Tab Using SIP Mode Station Dialog Box
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SIP Mode — Trunk

This allows the device to function as a SIP trunk endpoint. In this mode, the device will accept inbound SIP connections for up

to 100 phone numbers. Up to eight SIP connections (calls) may be active at any time. Each of the 100 SIP identities may be
assigned to groups, perform Night Ring, etc.

The SIP identities (extension numbers) can be programmed either individually or by a range of numbers, and are listed in the
Extensions list box. The total number of defined extensions is also shown.

To enter the extensions individually, click the Add button. To enter a consecutive range of numbers, click the Add Range
button. To edit a previously-defined extension, highlight the desired extension and click the Edit button. To remove a previously-
defined extension, highlight the desired extension and click the Delete button. The Delete All button will remove all of the
extensions. A Dialog Box will be presented requiring confirmation before deleting.

Summary Options Propetties MNetwork Time  Channels Relays Polycom Group Membership  SIF

Transport: Accept: TCP + UDP, Originate: TCP w SIP Mode: | Trunk ~

Authentication Name: | |

Secret: | |

Realm: | |

5IP Servers: Server Port
Primary 5060
Backup 1 5060
Backup 2 5060
Backup 3 5060

Busy Message: w

Input Volume: ' 0 COutput Volume: ' o

Qutbound Proxy: |

Outbound Port: [5060 |

|
Keep Alive Timer (secs): |35DD |
SIP Por: |5060 |
Beginning RTP Port: 20000 |

Options Timer (secs): | ] |

Extensions: {11 present )

Add
1233 Add Range
1235 Edt
1237 Delete
1239 Delete All

Copy

Defaults Copy

Figure 143: SIP Tab Using SIP Mode Trunk Dialog Box
SIP Trunks do not generally require Valcom gateways to register. Routing for the extension(s) associated with the Valcom
gateway needs to be configured in the phone system, so that calls to your defined extension number(s) can be properly routed.

For Valcom gateways with an actual SIP Trunk Mode, like SIP Paging Gateways, if registration is not required by the phone
system then you only need to configure the “Extensions” portion of the SIP trunk form. The SIP Trunk mode form may be found
in the VIP-102B IP Solutions Setup Tool. Refer to the following figure.

If registration is required, then populate all required fields, which vary by phone system.

The registration of the Valcom gateway represents the SIP trunk. The SIP trunk registration can then be associated with multiple
dial-peers (extensions) for routing outbound calls to Valcom Groups.

Page 119



VIP-102B IP Solutions Setup Tool Reference Manual

Note that any SIP endpoint can be configured as a SIP Trunk (even if it does not have a SIP trunk option). Typically you would
not check the “Register” option on the Valcom gateway’'s SIP form as registration is not usually required for SIP trunks.
Registration, by properly completing the SIP form of the Valcom Gateway, is more likely required if the Valcom gateway is
initiating audio (talkback).

The following example shows an extension being defined using the Add button. The desired phone number is entered into the
Extension field. An optional description may be entered in the Description field. Please refer to the previous SIP Mode —
Station section for a discussion of the Night Ring, Pre-Announce Tone and other available settings.

Extension: | 1230 |

Description:

Call Fwd Busy ( 302 ):

O

Might Ring:
Pre-Announce Tone: Store and Play: [ 1
Idle Timeout (secs): Max Call Timer (secs):
Audio Groups: TE75300
Al
MNene
Conc

Figure 144: SIP Tab Using SIP Trunk Mode Adding Extensions Dialog Box

The following example shows a range of extensions being defined using the Add Range button. The desired beginning phone
number is entered into the Lower Extension field and the ending phone number is entered into the Upper Extension field. If
any of the optional selections, such as Night Ring or Audio Groups are selected, those options will be applied to all of the
extensions in the range. Please refer to the previous SIP Mode — Station section for a discussion of the Night Ring, Pre-
Announce Tone and other available settings. After a range of extensions are defined, they may be edited individually from the
main SIP tab to edit items such as the Description, or to modify any of the other options.
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Lower Extension: |12I}|} | L

Upper Extension: |121|]'| | E

Call Fwd Busy ( 302 ):
Might Ring:

B O[]

Store and Play: | 1

Max Call Timer (secs): L

Pre-Announce Tone:

=
{

Idle Timeout (secs):

Audio Groups: 675300 U
Al 5
Mone :
|
Cancel

Figure 145: SIP Tab Using Trunk Mode Adding Extension Range Dialog Box

Nortel Tab

The Valcom VIP-892 Nortel Trunk device provides paging to Nortel IP telephones. Up to 50 IP telephones can be serviced by
one VIP-892. Multiple devices may be programmed to handle larger numbers of telephones. A maximum of 9 Nortel paging
groups are available, using a single digit dial code 1 through 9. Valcom paging groups can be mapped to the Nortel groups to
allow simultaneous paging to other Valcom devices. The Nortel IP telephone’s XAS address must be set to the IP address of
the VIP-892, and graphical mode must be disabled.

The VIP-892 does not use broadcast or multicast communication, so all of the configured phones must be connected to the
same local subnet. Multiple VIP-892 units (in different subnets) can be configured to communicate with each other to span
multiple subnets. Contact Valcom Technical Support for more information.

e Mac Number — is the MAC address of a Nortel telephone that will be paged from this VIP-892 device. Do not separate the
bytes with colons or dashes.

e Description —is an optional identifier of the device for internal reference.

e Page Groups — provides the selection of Nortel page group(s) to which this telephone will belong. Any combination of
groups may be assigned to a Nortel phone by clicking the box by the number of group. The All or None buttons may be
used to select, or deselect, all or none of the groups, respectively.

After making all of the appropriate entries, click the Add button. The telephone will be entered into the table. Continue adding
telephone MAC addresses as needed.

The telephones listed in the table will be processed by this VIP-892. The Nortel Page Group membership of each telephone is
shown in the columns labeled 1 to 9. If an existing entry requires changing, click the telephone entry in the table to highlight it.
The information from that line will be copied to the appropriate fields, where changes can be made. After making the necessary
changes, click the Update button to have the new information updated in the table.
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| Surimany I Froperties I MHetwiark I Ehannelsl Martel |

Mac Number:  OD2162FF1551 Add
Drescription: IP Phone 1220 Ext 5682 lupd—alej
Delete
Page Groups: g £ A
O 2 7 Delete Al
a1 % 3 E ] l_—J
= ] 4 9 -
P— Mappings
None il l—j
Seftings
3 entries listed
b az Mumber Dezcription 1 2 3 4 ] E 2 9
002162FF1539 IPPhone T220EwBE..  w v  w
002162FF1541 IP Phone 1220 Ext 66 v v
002162FF1551 IP Phone 1220 Ext 56... N R
Figure 146: Nortel Tab Dialog Box

To delete a single Nortel phone from the list, highlight the phone in the table, then click the Delete button. To remove all of the
entries, click the Delete All button. A confirmation will be presented to complete the removal.

To allow paging simultaneously to Valcom IP page groups, the Nortel groups may be mapped to Valcom groups. Click the
Mappings button on the Nortel tab to open the Dialog Box shown below. Each Nortel group may have one Valcom group
mapped to it. Use the drop down list box on each line to select the Valcom page group to be associated with a Nortel group.

When a page is sent to a Nortel group, the mapped Valcom group will also receive the page.

Make all desired mappings in the Nortel Group Mappings Dialog Box, then click the OK button to save the changes. Click the
Cancel button to dismiss the box without making any changes. The Clear All button will remove all mappings.

=] Mortel Group Mappings

EX3)

—_

L e I e R LT s ]

Martel Group

Azzociated Audio Group

893 - Hallway 2nd Floor

593 - Hallway 2nd Floor

767 - Hallway B azement

389 - VIP-204 group [for analog out)
927 - Important Message

Maone

Mone
Maone

Maone

I [ LCancel

Clear All ok
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Figure 147: Nortel Group Mappings Dialog Box

The Settings Dialog Box (shown below) provides the ability to adjust the Page Timer. The Page Timer setting controls the
maximum duration (in seconds) of a page. The VIP-892 will force a disconnect when the number of seconds specified in the
Page Timer field has elapsed. The default is 20 seconds, with a maximum of 60 seconds.

=] Mortel Settings = .
Page Timer: 20
| ]S | | LCancel | | Defaultz

Figure 148: Nortel Settings Dialog Box

Routing Tab (VEUTM)

This tab only appears if you have a VEUTM Unicast to Multicast Router. It is designed for situations where enabling multicast
on the WAN is not desirable. The device transmits multicast traffic from one segment of a network to other segments of the
network via unicast.

Under the File>Network Tool Settings make sure to enable the option to Include Router Port in Unicast Scans. Each VEUTM
must be assigned an IP address that is appropriate for the segment of the network in which it will be deployed.

Select one VEUTM and then click on the Routing tab. If your system is not using the standard Valcom multicast address press
Edit to set up the source/destination routing configuration. If your system is using the standard Valcom multicast address then
no editing is required.

In any case, click the Configuration Wizard.

[ TR Sy | Froswes | Metwoy,  Fosng
T UTH Rode
@ Jen Mtcas To Urecost
By 2 Saute
=
- et E= Lo Dt 4

Destrasicen - | Lk 10 .4

Corfgurmson Wt

Figure 149: Routing Tab Dialog Box

Select all of the standard multicast addresses for which routes should be created. Router ports may be changed as necessary,
however, should be unique.
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Figure 150: Router Configuration Wizard Dialog Box

Click Next.
Enter any additional multicast address for which routes should be created. One example would be multicast addresses used by
the VE6023 Telephone Paging Server.

(=] Router Conﬁgumhqn

Enter any additional multicast addresses that routes should be i for.

Click Next
Select all other VEUTM’s with which you intend to establish routes (typically all).
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s oo
R

>
[=] Router Configuration Wizard .

=

Select all other devices that the new routes will be established with.

Al | [ MNore
Device MAC Address 1P Address
[T Building 3 FF-FF-FF-62-B5-0B 192.168.2.4
[T Building 4 FF-FF-FF-BD-AC-5B 192.168.2.3
[ Buiding One FF-FF-FF-4B-53-D5 152.168.2.2

< Back ][ Next >

J [ Cancel

Click Next

e Remove all existing routes before new routes are created--When checked, existing routes will be removed before new

routes are created.

e Only configure routes on the current device itself--When checked, routes will be configured on the current device and

other VEUTMs will remain unchanged.

e Create a mesh of routes between all selected devices--When checked, this option will cause routes to be created
between all selected VEUTMs. Audio originated from any network segment will be routable to any other network segment.

e Uselocal values on each device for standard addresses if different--When checked, if a selected VEUTM has different

values for the standard addresses, those values will be used instead of the values from the current VEUTM

Oty configuee routes on e Cument dewe el

Farseve il outng coubes before new rabes e Otdted

¥ Croste 3 medh of muteg between B selomad devioes

r— o — =
Roter Confquraton Wizard - &D
totnr valess fur cther settmge thet wil de svwd dunng the roots cosfgurestism

T Ta Lve o
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Click Finish

Examples when VEUTM A routing tab is being used for programming and VEUTM B and VEUTM C are selected to
establish routes

>

w #

[] Remove all existing routes before new routes are created
, [] Only configure routes on the cument device itseff

Yy e Create a mesh of routes between all selected devices

VEUTM C Use local values on each device for standard addresses i different

Audio originated from A, B or C can be broadcastto A,Bor C

.,

[] Remowe all existing routes before new routes are created
[] Only corfigure routes on the cument device itself

‘".‘q [] Create a mesh of routes between all selected devices

VEUTM C Use local values on each device for standard addresses if differant

Audio originated from A can be Broadcastto A,B or C

Additional programming using the VIP-102B routing tabs of VEUTM B and C may be used to establish additional routes to allow
audio origination from any network segment to any network segment.

Once routes have successfully been created, click Close then perform the Update Changed Devices function to update all the
VEUTMs.
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e —

r
=l Router Configuration Wizard

-

==

All required routes have been properly configured.

Device Source Destination Result i
Building 2 235.1.1.4 ;4099 192.168.2.4 : 5035 Exists =
Building 2 235.1.1.4:4099 192.168.2.3 : 5099 Exists
Building 2 235.1.1.4 ;4099 192.168.2.2 : 5035 Exists
Building 2 Ary Address - 5055 239.1.14:4099 Exists
Building 2 235.1.1.3: 4038 192.168.2.4 : 5098 Exists
Building 2 2351.1.3: 4098 192.168.2.3 : 5098 Exists
Building 2 2331134038 192.168.2.2 : 5038 Exists
Building 2 Any Address - 5058 235.1.1.3: 4058 Exists
Building 2 2331124097 192.168.2.4 : 5037 Exists
Building 2 2351.1.2: 4057 192.168.2.3 : 5097 Exists
Building 2 235112 ;4097 192.168.2.2 : 5097 Exists
Building 2 Any Address : 5097 239.1.1.2: 4057 Exists
Building 2 23511.2:4120 192.168.2.4: 5120 Exists
Building 2 23311.2:4120 192.168.2.3: 5120 Exists
Building 2 23511.2:4120 192.168.2.2 : 5120 Exists
Bl ildinn 2 Bene A - 5190 7301174190 Euicte i
[ Show Failures Only
Back Fir Close
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